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ABSTRACT

DESIGNING AN INTEGRATED DATA PRIVACY RISK ASSESSMENT
FRAMEWORK TO IMPROVE DATA PRIVACY GOVERNANCE AT BANK
XYZ

By

Retno Wulansari
Dr. Ir. Mohammad Achmad Amin Soetomo, M.Sc
Dr. Charles Lim, B.Sc., M.Sc

SWISS GERMAN UNIVERSITY

This study designs an integrated data privacy risk assessment framework for Bank
XYZ’s digital partnerships focused on vendor onboarding. The framework harmonies
ISO/IEC 27001:2022, ISO/IEC 27701:2019, the Payment Card Industry Data Security
Standard (PCI DSS) v4.0, and the Indonesian Personal Data Protection Law (Law No.
27/2022, UU PDP), and applies the National Institute of Standards and Technology
Special Publication 800-30 Revision 1 (NIST SP 800-30 Rev.1). Using Design Science
Research, evidence was collected through document review, interviews, and
questionnaires. Findings show gaps in privacy governance accountability, evidence-
based vendor due diligence, and ongoing monitoring of third-party processing. The
study delivers a traceable risk register and prioritized recommendations in the form of
policy and checklist improvements. It concludes that the artefacts enable a repeatable

assessment process and strengthen third-party privacy governance.

Keywords: Data Privacy Risk Assessment, ISO27001, 1SO27701, PCI DSS, NIST SP
800-30, UU PDP
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