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ABSTRACT

ENHANCEMENT OF A HIGH INTERACTION POSTGRESQL HONEYPOT WITH LLM
ASSISTED BEHAVIORAL ANALYSIS

By

Jundi Al Hafidz
Dr. Charles Lim, B.Sc., M.Sc., Advisor
Dr. Ir. Eka Budiarto, S.T., M.Sc., Co-Advisor

SWISS GERMAN UNIVERSITY

PostgreSQL has become an attractive target for attackers as its adoption grows across enter-
prise and cloud environments, yet common database defenses such as vulnerability scanning,
log review, and penetration testing are largely reactive and reveal little about how intruders ac-
tually behave once they reach a database. This thesis enhances a high-interaction PostgreSQL
honeypot and pairs it with LLM-assisted behavioral analysis so that raw attacker interaction
can be turned into structured, evidence-based threat intelligence. The work is guided by the
hypothesis that raising the honeypot’s interaction level captures deeper, session-level attacker
evidence that a shallow honeypot cannot, and that a hybrid of a deterministic rule layer and a
large language model, combined through soft voting, detects and interprets attacks more reliably
than either component used alone because the two make errors on different sessions. The sys-
tem was built in three phases: a medium-interaction sensor that establishes baseline telemetry,
a high-interaction deployment backed by an isolated Dockerized PostgreSQL that sustains real-
istic attacker sessions, and an analysis layer that classifies attacker behavior and maps it along

a MITRE ATT&CK, CAPEC, and CVE/CWE evidence chain. During live deployment the
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honeypot captured 827 query events, which were reconstructed into 161 real captured sessions
(139 severe and 22 non-severe reconnaissance or protocol-noise sessions) and scored against
a fixed, manually labelled reference. The deterministic rule layer achieved F1 0.985 without a
false positive, while the LLM detected every severe session but over-flagged some negative-
class sessions. Their soft-voting hybrid achieved F1 1.000 on the tabulated run and ranged from
0.996 to 1.000 across three repeated runs. On the harder task of assigning MITRE ATT&CK
tactics, only the LLM achieved positive agreement with the manual reference, although the
agreement remained weak in absolute terms. The results show that rule-based signatures and a
language model fail in complementary places and that combining them improves reliability on

the evaluated benchmark, while broader generalization requires independent validation.

Keywords: PostgreSQL Honeypot, Cyber Deception, Threat Intelligence, MITRE ATT&CK,

Large Language Model, Hybrid Intrusion Detection
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