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ABSTRACT

THREAT MODELLING APPROACH FOR WEB APPLICATIONS
PRODUCTION SYSTEM TO ENHANCING SECURITY IN THE MANUFACTURING
INDUSTRY: A CASE STUDY OF PT. YH MANUFACTURING

By

Yastril llyas
Dr. Ir. Charles Lim BSc., MSc, Advisor
Kalpin Erlangga Silaen, S.Si,M.Kom, Co-Advisor

SWISS GERMAN UNIVERSITY

The adoption of Industry 4.0 has increased the manufacturing sector’s reliance on
production web applications, consequently expanding cybersecurity risks. This study aims to
develop and validate a risk-based threat modelling approach to enhance the security of
production web applications in manufacturing environments. A case study was conducted at
PT. YH Manufacturing using an asset-oriented methodology that integrates STRIDE for threat
identification, the OWASP Top 10 (2025) for vulnerability classification, and CVSS v4.0
combined with NIST SP 800-30 and business impact mapping for risk assessment. The analysis
involved system architecture modelling, data flow diagrams, vulnerability assessment, and
expert validation through focus group discussions. The results indicate that several high-
severity risks stem not only from technical vulnerabilities but also from weaknesses in system
architecture and operational processes, directly affecting the confidentiality, integrity, and
availability of production data. This study concludes that integrating threat modelling with
business impact—based risk assessment effectively improves risk prioritization, supports
targeted mitigation strategies, and strengthens the operational resilience of manufacturing
production systems.

Keywords: Threat modelling, Web application security, Industrial cybersecurity, Risk

Assessment.
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