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ABSTRACT

DESIGNING INFORMATION SECURITY RISK MANAGEMENT FRAMEWORK FOR
ENHANCE CYBER RESILIENCE MATURITY: A CASE STUDY ON THE ONLINE
APPLICATION OF BANK XYZ

By

Guntur Pratomo
Dr. Ir. Mohammad Achmad Amin Soetomo M.Sc, Advisor
Dr. Ir. Charles Lim BSc., M.Sc, Co-Advisor

SWISS GERMAN UNIVERSITY

This thesis introduces the Risk Management-Cyber Resilience Maturity (RM-CRM)
framework, integrating NIST RMF, STRIDE, NIST CSF 2.0, and NIST CREF for digital
banking operations. The framework addresses gaps at Bank XYZ: unmeasurable cyber
resilience, ad-hoc threat identification, compliance-driven controls, and inconsistent security
implementation. Using design science methodology, the framework was validated through

Focus Group Discussions with industry experts and Bank XYZ stakeholders. Application on
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Bank XYZ's M-Banking platform demonstrates systematic threat identification, risk
quantification, and maturity assessment across CREF goals. The framework aligns with
Indonesian regulations (POJK, SEOJK, PBI, UU PDP), bridging international frameworks with
local compliance requirements.

Keywords: cyber resilience, risk management, NIST CSF, STRIDE, digital banking, maturity
assessment.
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