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ABSTRACT 

DEVELOPING AN INTEGRATED SECURITY OPERATIONS FRAMEWORK TO 

BRIDGE GOVERNANCE-OPERATIONS : A DESIGN SCIENCE APPROACH 

SYNTHESIZING MULTI-FRAMEWORK AND INDONESIAN REGULATORY 

FRAMEWORKS AT PT. BANK XYZ 
 

By 
 

Adam Kalabadzi 

Dr. Ir. Charles Lim BSc., MSc, Advisor 

Dr. Ir. Mohammad A Soetomo, DSc 
 

SWISS GERMAN UNIVERSITY 

 

Indonesian banks face a critical governance-to-operations gap where strategic cybersecurity 

frameworks define requirements but lack operational implementation guidance for security 

device management. This research develops the integrated Security Operations Framework (i-

SOF) for banking sector security device operations using Design Science Research 

Methodology. Adapting established thematic analysis and qualitative synthesis methodologies, 

a systematic seven-step process synthesizes 14 source frameworks, including NIST CSF 2.0, 

ISO 27001, COBIT 2019, ITIL 4, TOGAF, DORA, and Indonesian regulations (POJK, 

SEOJK, PBI) into 100 operational criteria across 10 categories: Governance, Risk 

Management, Operations, Technical Controls, Monitoring, Incident Response, Resilience, 

Digital Trust, Third-Party Management, and Audit. The framework features a six-layer 

architecture explicitly translating governance requirements into operational procedures, RACI 

matrices, and KPIs. Demonstration at Bank XYZ through gap analysis, risk assessment, and 

management FGD validation confirms i-SOF addresses seven identified research gaps. The 

study concludes that integrated multi-framework approaches are more effective than single-

framework implementations. i-SOF contributes as the first comprehensive framework 

specifically designed for banking security device operations, integrating more frameworks than 

prior studies while operationalizing Indonesian regulatory requirements. 

 

Keywords: Security Operations Framework, Multi-Framework Integration, Banking 

Cybersecurity, Governance-to-Operations Translation, IT Operation 
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