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ABSTRACT

DEVELOPMENT OF AN ADAPTIVE THREAT INTELLIGENCE-LED RED TEAMING
FRAMEWORK FOR INTERNAL TEAMS IN BANKING SECTOR

By

Muhammad Arvie Reyhan Nabil
Dr. Charles Lim, B.Sc., M.Sc, Advisor
Dr. Semi Yulianto, S.E., M.Kom., Co-Advisor

SWISS GERMAN UNIVERSITY

This research addresses the critical operational gap within internal banking Red Teams, which
often operate at an 'Initial' maturity level characterized by ad-hoc governance, unsafe Platform,
and a reliance on manual execution. The primary objective of this study is to develop an
Adaptive Threat Intelligence-Led Red Teaming Framework specifically tailored for internal
teams, synthesizing rigorous global standards (TIBER-EU/AASE) with Agile management and
"Secure Testing Platform" principles. Adopting the Design Science Research Methodology
(DSRM), the study constructed a comprehensive artifact comprising four pillars: Agile
Governance, Secure Platform, Unified Execution, and Performance Measurement. The
framework's design was evaluated through ex-ante expert validation involving four domain
specialists, utilizing Content Validity Ratio (CVR) and thematic analysis. The results
demonstrated perfect expert consensus (CVR +1.0) across all evaluation dimensions,
confirming the framework’s utility in mitigating operational risks such as accidental service
disruption. The study concludes that the proposed framework provides a design-validated
blueprint for professionalizing internal red teaming, enabling banks to transition from ad-hoc
testing to continuous, intelligence-driven cyber resilience operations while maintaining strict

regulatory compliance.

Keywords: Red Teaming, Design Science Research, Threat Intelligence, Banking

Cybersecurity, Agile Governance.
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