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ABSTRACT

SSH ATTACKS CLASSIFICATION & CLUSTERING USING
HONEYPOT CORWIE LOGS

By

Alif Minda Septiansyah
Dr. Ir. Charles Lim BSc., M.Sc, Advisor
Dr. Ir. Heru Purnomo Ipung M.Eng, Co-Advisor

SWISS GERMAN UNIVERSITY

This research aims to develop an automated framework for cyber threat intelligence by
transforming unstructured SSH and Telnet honeypot logs into structured, actionable
intelligence. Traditional signature-based defenses and regex rules struggle to dynamically
capture complex, obfuscated adversary behaviors. To overcome this, this research proposes a
semi-supervised methodology integrating Natural Language Processing (NLP), and machine
learning applied to Cowrie honeypot telemetry. The framework utilizes SecureBERT 2.0 to
generate semantic embeddings of attacker command sequences and applies Incremental
Principal Component Analysis (IPCA) for dimensionality reduction. Subsequently, for
behavioral campaign clustering HDBSCAN applied, and command sequences are
automatically mapped to the MITRE ATT&CK framework using cosine similarity. The
findings demonstrate that the proposed framework successfully processed over 100,000 real-
world sessions, accurately identifying distinct attack campaigns—such as brute force, active
scanning, and persistence techniques—without human intervention. This Machine Learning-
driven approach significantly outperformed traditional methods in extracting fine-grained
behavioral patterns. In conclusion, this research provides a scalable, intelligent pipeline that
reduces reliance on manual detection rules, enhancing operational cyber threat intelligence and
enabling robust, data-driven behavioral attribution of evolving cyber threats.

Keywords: Honeypot Telemetry, Natural Language Processing, Unsupervised Clustering,
MITRE ATT&CK Framework, Cyber Threat Intelligence.
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DEDICATION

This Thesis dedicated to the future of cybersecurity and artificial intelligence in Indonesia, with

the hope that this research contributes to a safer, more resilient digital landscape for the nation.
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