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ABSTRACT 

A CONTEXT-SEMANTIC REAL-TIME PROCESS MONITORING AND 

DETECTION FRAMEWORK FOR FILELESS AND LIVING-OFF-THE-LAND 

(LOTL) ATTACK 

By 

Alan Sufarlan 

Dr. Ir. Eka Budiarto, ST, M.Sc, Advisor 

Dr. Ir. Charles Lim, Bsc, M.Sc, Co-Advisor 

 

SWISS GERMAN UNIVERSITY 

 

The increasing prevalence of fileless and Living-off-the-Land (LOTL) attacks poses significant 

challenges to traditional signature-based security systems due to their stealthy and in-memory 

execution characteristics. This research proposes a context–semantic real-time detection 

framework for identifying fileless and LOTL attacks in Windows environments. The 

framework integrates contextual process behavior features with semantic analysis of command-

line and script content, which are fused using a machine learning–based classifier. Experiments 

conducted in a controlled multi-virtual-machine environment using MITRE ATT&CK aligned 

datasets demonstrate that the proposed approach achieves high detection performance with low 

false positive rates while maintaining real-time detection latency. Furthermore, SHAP-based 

explainability is incorporated to improve transparency and analyst trust. The results indicate 

that combining contextual and semantic analysis enhances the effectiveness and interpretability 

of real-time fileless attack detection systems. 

Keywords: Fileless Attacks, Living-off-the-Land (LOTL), Explainable AI (XAI) 
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