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ABSTRACT

ENHANCING CYBER DECEPTION FOR MS SQL: INTEGRATING AN
OPENCANARY HONEYPOT WITH A REAL DATABASE FOR ATTACKER
PROFILING

By

Ardhi Atmaja Karo Karo
Dr. Ir. Charles Lim, M.Sc., B.Sc. , Advisor

Kalpin Erlangga Silaen, S.Si., M.Kom. , Co-Advisor

SWISS GERMAN UNIVERSITY

The rapid growth of global data emphasizes the critical need for robust, scalable,
and secure database systems. Among these, Microsoft SQL Server (MS SQL) stands
out as a widely used yet frequently targeted platform for cyberattacks, exposing
organizations to risks such as data breaches and operational disruptions. This study
leverages deception technologies, employing OpenCanary and Dionaea honeypots to
emulate MS SQL environments and gather actionable intelligence on attacker behavior.
By analyzing enriched datasets and visualizing attack patterns, the research reveals
geographic origins, tools, and attacker profiles, providing valuable insights to inform

targeted defense strategies and enhance database security.

Keywords: Honeypot, Microsoft SQL Server, MS SQL, Enrichment, OpenCanary
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of cybersecurity, focusing on honeypot enhancements and attacker profiling.

1. Enhancing OpenCanary Honeypot to Profile Attackers Behavior on MS SQL
Status: Accepted and Presented
Acceptance Date: December 1st, 2024
Presentation Date: December 11th, 2024

Abstract: The rapid growth of global data emphasizes the critical need for
robust, scalable, and secure database systems. Among these, Microsoft SQL
Server (MS SQL) stands out as a widely used yet frequently targeted platform
for cyberattacks, exposing organizations to risks such as data breaches and
operational disruptions. This study leverages deception technologies, employing
OpenCanary and Dionaea honeypots to emulate MS SQL environments and
gather actionable intelligence on attacker behavior. By analyzing enriched
datasets and visualizing attack patterns, the research reveals geographic origins,
tools, and attacker profiles, providing valuable insights to inform targeted defense

strategies and enhance database security.

This publication represents a significant step toward advancing cybersecurity
research. It contributes to the understanding of attacker behaviors and the refinement
of defensive security mechanisms, reinforcing the importance of proactive security

measures in an MSSP environment.
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Commercial Technical Report

PT. NOOSC Security Global (NSG) specializes in providing Managed Security
Service Provider (MSSP) solutions, ensuring robust security measures for various
clients. As part of NSG’s commitment to excellence, a set of technical guidelines
has been established to standardize the security configuration, inspection, and
implementation of MSSP systems. These guidelines serve as a reference for internal
teams and clients, ensuring adherence to industry best practices and regulatory
requirements.

Security Configuration for Implementing the MSSP System

Establishing a secure MSSP system requires a structured approach to configuration.

The following key aspects must be addressed:

1. Network Security Configuration

» Enforce least privilege access controls for MSSP infrastructure.

* Implement network segmentation to isolate MSSP services from client

environments.

* Configure firewalls and intrusion detection/prevention systems (IDS/IPS) to

monitor and mitigate threats.

* Apply encrypted communication protocols for data transmission.
2. Authentication and Access Management

¢ Utilize multi-factor authentication (MFA) for all administrative accounts.
* Implement centralized identity and access management (IAM) solutions.

* Regularly review and update access control policies.
3. Logging and Monitoring

* Enable centralized logging with secure storage and access controls.

e Utilize Security Information and Event Management (SIEM) solutions for

real-time monitoring.
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* Define alerting mechanisms and automated incident response workflows.

4. System Hardening and Patch Management

* Apply vendor-recommended hardening guidelines to all MSSP components.

* Maintain an up-to-date patching schedule for operating systems,

applications, and firmware.

* Disable unnecessary services and enforce strict configuration baselines.

5. Data Protection and Compliance

* Implement encryption for data at rest and in transit.
* Enforce data retention policies aligned with regulatory requirements.

* Regularly conduct security assessments and compliance audits.

Checklist for Inspection, Implementation, and Post-Implementation of MSSP
Solutions and Systems
To ensure the successful deployment of MSSP solutions, a structured checklist is

necessary for each phase of the implementation.

1. Inspection Phase

* Assess client requirements and regulatory compliance needs.
* Conduct a security risk assessment of the existing infrastructure.
* Validate the readiness of network architecture and security policies.

* Review documentation and previous audit reports.

2. Implementation Phase

* Deploy MSSP infrastructure based on approved security configurations.
* Configure network security controls, including firewalls and IDS/IPS.
 Set up authentication mechanisms and enforce MFA.

» Establish monitoring and logging capabilities.

* Conduct initial penetration testing and vulnerability assessments.

Ardhi Atmaja Karo Karo



ENHANCING CYBER DECEPTION FOR MS SQL: INTEGRATING AN OPENCANARY
HONEYPOT WITH A REAL DATABASE FOR ATTACKER PROFILING Page 15 of |®|

3. Post-Implementation Phase

* Perform final security validation through auditing and testing.

» Verify the effectiveness of logging, monitoring, and incident response

mechanisms.
* Provide comprehensive documentation and handover procedures.
* Conduct security awareness training for stakeholders.

* Schedule periodic security reviews and updates.

These guidelines serve as a foundation for ensuring the security and reliability
of MSSP systems managed by PT. NOOSC Security Global. By following
structured security configurations and adhering to the inspection, implementation, and
post-implementation checklist, NSG can maintain a high standard of security service

delivery while ensuring compliance with industry best practices and regulations.
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