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ABSTRACT 
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The increase in unstructured enterprise data has created a demand for intelligent, secure 

document retrieval systems. This research aims to design, implement and evaluate a 

knowledge sharing framework that is integrated to a Network-Attached Storage, LDAP 

for role-based authentication and a Large Language Model to perform semantic 

searching to retrieve and summarize documents within a simulated enterprise 

environment. 

 

The system used TrueNAS Scale as storage, OpenLDAP as the access control 

mechanism, BGE-M3 embedding model for semantic indexing and Qwen 3 8B model 

for processing natural language and summarization. The proposed system was 

evaluated through a User Acceptance Test where ten IT professionals put the system 

through a simulation, measuring retrieval time, summarization time, accuracy and 

access control. A post-test questionnaire utilizing a Likert scale, aligned with the 

COBIT 2019 framework was used to measure user satisfaction. 

 

The proposed system successfully reduced document retrieval and summarization time 

by an approximate of 97% when compared to manual methods whilst maintaining a 

comparable accuracy. All unauthorized access attempts and prompt injection were 

successfully blocked. Survey results showed strong satisfaction towards the system; 
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thus, demonstrating the viability of an LLM-integrated NAS system as a secure and 

efficient alternative to traditional enterprise knowledge systems. 

Keywords: Retrieval-Augmented Generation, Role-Based Access Control, Large 

Language Model, Enterprise Knowledge Management, Semantic Search 
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