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ABSTRACT

RI-KEV: A RISK-INTELLIGENT FRAMEWORK FOR
DESIGNING VULNERABILITY PRIORITIZATION

By

Munawar Syukur
Dr. Ir. Heru Purnomo Ipung M. Eng, Advisor
Dr. Ir. Mohammad A. Amin Soetomo, D.Sc., Co-Advisor

SWISS GERMAN UNIVERSITY

The rapid growth in publicly disclosed software vulnerabilities has intensified the challenge of
effective vulnerability prioritization under constrained remediation capacity. Severity-centric
approaches, particularly the Common Vulnerability Scoring System (CVSS), remain the
dominant industry standard, yet empirical studies consistently demonstrate weak correlation
between severity scores and real-world exploitation. While complementary mechanisms such
as the Exploit Prediction Scoring System (EPSS), the CISA Known Exploited Vulnerabilities
(KEV) catalogue, and the Factor Analysis of Information Risk (FAIR) framework offer

additional insights, they are typically applied in isolation, limiting their decision-making value.

This research proposes the Risk-Intelligent Known Exploited Vulnerability (RI-KEV)
framework, an integrated vulnerability prioritization model that unifies technical severity,

empirical exploitation evidence, predictive exploitation likelihood, and risk abstraction inspired
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by FAIR. Grounded in the Design Science Research paradigm, RI-KEV is designed as a

decision-support artifact rather than a standalone scoring mechanism.

The framework is evaluated quantitatively using publicly available vulnerability datasets from
2023-2024, comprising 29,749 CVEs with validated CVSS scores and 158 confirmed exploited
vulnerabilities. Comparative evaluation against a CVSS-only baseline demonstrates that RI-
KEV significantly improves prioritization accuracy and operational efficiency. RI-KEV
achieves substantially higher ROC-AUC and Precision@XK values and captures a significantly
greater proportion of exploited vulnerabilities under realistic remediation constraints, while

reducing high-priority workload by up to 94% at matched protection levels.

These findings demonstrate that integrated, risk-intelligent prioritization provides superior
decision support compared to severity-centric approaches and offers a defensible, explainable

foundation for modern vulnerability management in resource-constrained environments.

Keywords: CVE, CWE, CPE, CVSS, EPSS, CISA KEV, FAIR, vulnerability prioritization,

probabilistic risk, data fusion.
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