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ABSTRACT

DEVELOPMENT OF AN INTEGRATED DASHBOARD FOR BITCOIN
FORENSIC ANALYSIS USING PUBLICLY AVAILABLE TOOLS

By

Zhilan Fadhlurrahman Firdaus
Dipl.-Inf I EngKho, Advisor

Kalpin Erlangga Silaen, S.Si., M.Kom., CISSP, CEH, ECIH, ECSA, CHFI, Co-
Advisor

SWISS GERMAN UNIVERSITY

Bitcoin forensic investigations are increasingly hampered by the use of different tools
for a case, high commercial licensing costs, and the absence of standardised
investigative procedures, particularly within law enforcement such as in Indonesia. No
publicly available tool currently integrates transaction graph visualisation, multi-hop
fund tracing, entity attribution, and abuse intelligence into a single open-source

interface, forcing investigators to manually reconcile outputs across multiple platforms
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and introducing inconsistencies that undermine forensic reproducibility. This study
addresses that gap by presenting Cryptrace, a unified open-source Bitcoin forensic
dashboard that consolidates five publicly available tools Mempool.space, Blockstream
(Esplora), WalletExplorer, Chainabuse, and Bitquery into a single investigative
interface incorporating interactive transaction graph visualisation, heuristic-based
entity attribution, automated multi-hop fund tracing, three-layer coin mixer detection,
and session persistence for evidentiary chain-of-custody compliance. Development
followed an Agile Software Development Life Cycle across five iterative phases, and
the system was evaluated through four controlled forensic test scenarios alongside a
structured user study involving thirteen personnel from Indonesia's PUSLABFOR
Digital Forensic Division. Results confirmed full data consistency across all five
integrated sources and demonstrated successful identification of peeling chains,
CoinJoin activity, and sweeping patterns across three real-world ransomware cases
involving the SamSam, LockBit, and Lazarus Group operations. User testing produced
a 54% reduction in mean investigation time compared to conventional single-tool
methods, and the session persistence feature received approval for its evidentiary value.
However, rendering performance degraded on high-volume addresses, open-source
methods could not bridge deposit-withdrawal gaps within advanced mixing services,
and the absence of a national forensic SOP in Indonesia introduced investigator-
dependent variability that the tool alone cannot resolve. Cryptrace demonstrates that
publicly available tools, when unified, can satisfy preliminary forensic reproducibility

requirements without dependence on proprietary or commercially licensed software.

Keywords: Bitcoin forensics, blockchain analysis, transaction graph visualisation, coin

mixer detection, open-source intelligence.
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