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 ABSTRACT 
 
 

EVALUATING THE DESIGN ALIGNMENT OF MULTI FRAMEWORK HARMONIZED 
ITGC AGAINST EXISTING BPM AND RCM DOCUMENTS FOR STATE OWNED 

ENTERPRISE ICOFR COMPLIANCE: A CASE STUDY OF PT XYZ 
 

 
By 

 
Distya Rini Suparko 

Dr. Ir. Mohammad A. Amin Soetomo, M.Sc., Advisor 
Dr. Maulahikmah Galinium, S.Kom., M.Sc., Co-Advisor 

 
 

SWISS GERMAN UNIVERSITY 
 

 
PT XYZ has established Business Process Mapping (BPM) and Risk Control Matrix 

(RCM) documentation and periodically assesses its IT General Controls (ITGC) environment. 

However, the organization does not yet have a validated and harmonized assessment instrument 

to determine whether the documented IT risk events and control objectives are sufficiently 

complete, internally consistent, and aligned with State-Owned Enterprise (SOEs) ICoFR 

requirements. This study evaluates the design alignment between a multi-framework 

harmonized ITGC baseline and the existing BPM and RCM documentation of an Indonesian 

SOE, PT XYZ, for ICoFR compliance. SK-5/DKU.MBU/11/2024 was applied as the primary 

regulatory anchor and enriched by COSO 2013, COBIT 2019, ISO/IEC 27001:2022, and the 

ISACA Risk IT Framework. Using a qualitative evaluative case study, the research developed 

and expert-validated 27 control objectives and 27 IT risk events across four ITGC domains. 

The gap assessment produced a Design Alignment Percentage of 44% for both control 

objectives and IT risks. Most control objectives were partially aligned, while several risks were 

not adequately represented. The findings indicate documentation-level gaps in operational 

specificity, risk ownership, and audit traceability. The study provides a structured basis for 

strengthening BPM and RCM design before operating-effectiveness testing. 

 

Keywords: ICoFR, ITGC, BPM, RCM, Design Alignment, Access to Program and Data, 

Program Changes, Program Development, Computer Operations. 

 

  



EVALUATING THE DESIGN ALIGNMENT OF MULTI FRAMEWORK HARMONIZED ITGC AGAINST             Page 4 of 259 
EXISTING BPM AND RCM DOCUMENTS FOR SOE ICOFR COMPLIANCE: A CASE STUDY OF PT XYZ 

 Distya Rini Suparko 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

© Copyright 2026 

By Distya Rini Suparko 

All rights reserved  



EVALUATING THE DESIGN ALIGNMENT OF MULTI FRAMEWORK HARMONIZED ITGC AGAINST             Page 5 of 259 
EXISTING BPM AND RCM DOCUMENTS FOR SOE ICOFR COMPLIANCE: A CASE STUDY OF PT XYZ 

 Distya Rini Suparko 
 

 

 DEDICATION 
 

 

I dedicate this thesis for the future of the country I deeply loved Indonesia with the hope that 

this work may contribute, even in a modest way, to the advancement of governance, 

accountability, and sustainable national development. 

 

I also dedicate this work to my beloved parents (Mr. and Mrs. Suparko) and my children 

(Alsatya, Amabel and Celerina), whose love, sacrifices, prayers, and unwavering support have 

been my greatest source of strength, purpose, and inspiration throughout this academic journey. 

 

 

  



EVALUATING THE DESIGN ALIGNMENT OF MULTI FRAMEWORK HARMONIZED ITGC AGAINST             Page 6 of 259 
EXISTING BPM AND RCM DOCUMENTS FOR SOE ICOFR COMPLIANCE: A CASE STUDY OF PT XYZ 

 Distya Rini Suparko 
 

 

 ACKNOWLEDGEMENTS 
 

I would like to express my sincere gratitude to my dear friend, Ms. Niek Astrini, for her 

continuous support and encouragement throughout the completion of this thesis. I am also 

deeply grateful to my colleagues at IBM Ms. Rita, Mr. Prima, Mr. Faisal, and Mr. Maher who 

contributed as Subject Matter Experts in the development and validation of the harmonized 

multi-framework. Their tacit knowledge, professional expertise, and practical experience 

provided valuable perspectives that significantly enriched this study. I truly appreciate their 

openness, thoughtful insights, and collaborative spirit, which made the entire process both 

intellectually meaningful and personally rewarding. 

My deepest appreciation is extended to my thesis advisor, Dr. Ir. Mohammad Achmad Amin 

Soetomo, M.Sc, and co-advisor, Dr. Maulahikmah Galinium, S.Kom., M.Sc., for their 

guidance, constructive feedback, and commitment throughout the research process. I am 

equally thankful to Dr. Ir. Eka Budiarto, S.T., M.Sc., Dr. Ir. Heru Purnomo Ipung, M.Eng, and 

Dr. Charles Lim, B.Sc., M.Sc for the valuable insights, academic direction, and thoughtful 

recommendations they provided during the preparation of this thesis. Their support, 

encouragement, and clarity in identifying areas for improvement played an important role in 

strengthening the quality of this research and motivating me to complete it with confidence and 

dedication. The academic knowledge and perspectives gained throughout the Master of 

Information Technology program provided a valuable foundation for the development and 

completion of this research. 

 

 

  



EVALUATING THE DESIGN ALIGNMENT OF MULTI FRAMEWORK HARMONIZED ITGC AGAINST             Page 7 of 259 
EXISTING BPM AND RCM DOCUMENTS FOR SOE ICOFR COMPLIANCE: A CASE STUDY OF PT XYZ 

 Distya Rini Suparko 
 

 

 TABLE OF CONTENTS 
Page 

STATEMENT BY THE AUTHOR ........................................................................................... 2 

ABSTRACT ............................................................................................................................... 3  

DEDICATION ........................................................................................................................... 5 

ACKNOWLEDGEMENTS ....................................................................................................... 6 

TABLE OF CONTENTS ........................................................................................................... 7  

LIST OF FIGURES ................................................................................................................. 12 

LIST OF TABLES ................................................................................................................... 13  

CHAPTER 1 – INTRODUCTION .......................................................................................... 15 

1.1 Background .................................................................................................................. 15 

1.2 Problem Statement ....................................................................................................... 18 

1.3 Research Objectives ..................................................................................................... 20 

1.4 Research Questions ...................................................................................................... 20 

1.5 Hypothesis.................................................................................................................... 20  

1.6 Significance of The Study ............................................................................................ 21 

1.6.1 Theoretical Contribution (Academic Contribution) ............................................. 21 

1.6.2 Methodological Contribution ............................................................................... 21 

1.6.3 Practical Contributions to PT XYZ and State-Owned Enterprises ...................... 22 

1.6.4 Contribution to the Reliability of Financial Reporting ........................................ 22 

1.7 Scope and Limitations.................................................................................................. 22 

1.7.1 Scope .................................................................................................................... 23 

1.7.2 Limitations ........................................................................................................... 23 

1.8 Thesis Structure ........................................................................................................... 24 

CHAPTER 2 - LITERATURE REVIEW ................................................................................ 26 

2.1 Organizational and Research Context .......................................................................... 26 

2.1.1 PT XYZ as the Case Organization ....................................................................... 26 

2.1.2 Research Context ................................................................................................. 27 

2.1.3 Research Problem Contextualization ................................................................... 28 

2.2 Conceptual Foundations............................................................................................... 28 

2.2.1 Internal Control over Financial Reporting (ICoFR) ............................................ 28 

2.2.2 Information Technology General Control (ITGC) .............................................. 29 

2.2.3 IT Risk Events...................................................................................................... 30 

2.2.4 Control Objectives ............................................................................................... 31 

2.2.5 Design Alignment ................................................................................................ 31 

2.3 Business Process Mapping and Risk Control Matrix .................................................. 31 



EVALUATING THE DESIGN ALIGNMENT OF MULTI FRAMEWORK HARMONIZED ITGC AGAINST             Page 8 of 259 
EXISTING BPM AND RCM DOCUMENTS FOR SOE ICOFR COMPLIANCE: A CASE STUDY OF PT XYZ 

 Distya Rini Suparko 
 

 

2.3.1 Business Process Mapping (BPM)....................................................................... 31 

2.3.2 Risk Control Matrix (RCM)................................................................................. 32 

2.3.3 Horizontal and Vertical Traceability ................................................................... 32 

2.4 Framework Overview and Selection ............................................................................ 33 

2.4.1 SK-5/DKU.MBU/11/2024 as the Regulatory Anchor ......................................... 33 

2.4.2 COSO Internal Control Framework (2013) ......................................................... 34 

2.4.3 Control Objective for Information and Related Technologies (COBIT 2019) .... 36 

2.4.4 ISO/IEC 27001:2022 Information Security Management System ...................... 38 

2.4.5 ISACA Risk IT Framework ................................................................................. 39 

2.4.6 NIST Cybersecurity Framework (CSF) ............................................................... 40 

2.4.7 Information Technology Infrastructure Library (ITIL) Version 4 ....................... 41 

2.4.8 Rationale for Framework Selection ..................................................................... 41 

2.5 Multi-Framework Harmonization ................................................................................ 46 

2.5.1 Definition of Harmonization ................................................................................ 46 

2.5.2 Harmonization Principles..................................................................................... 46 

2.5.3 Harmonization Process ........................................................................................ 47 

2.5.4 Managing Overlap and Conflict........................................................................... 48 

2.6 Design Alignment Assessment .................................................................................... 49 

2.6.1 Definition of Design Alignment .......................................................................... 49 

2.6.2 Internal Consistency between BPM and RCM .................................................... 49 

2.6.3 Alignment Categories and Scoring ...................................................................... 49 

2.6.4 Evidence Rules and Researcher Judgment .......................................................... 50 

2.6.5 Interpretation Boundaries..................................................................................... 50 

2.7 ITGC Domains Used in Study ..................................................................................... 51 

2.7.1 Access to Program and Data ................................................................................ 51 

2.7.2 Program Changes ................................................................................................. 51 

2.7.3 Program Development ......................................................................................... 52 

2.7.4 Computer Operations ........................................................................................... 52 

2.8 Review of Previous Studies ......................................................................................... 53 

2.8.1 IT Controls and Financial Reporting Reliability ................................................. 53 

2.8.2 IT Governance and Multi-Framework Integration .............................................. 53 

2.8.3 ICoFR and Internal Control Studies in Indonesia ................................................ 54 

2.8.4 IT Controls Weakness and ICoFR Context ......................................................... 54 

2.8.5 Governance and Risk Based Perspective ............................................................. 55 

2.8.6 Document Level and Design Focused Research .................................................. 56 

2.8.7 Synthesis and Emerging Gap ............................................................................... 56 

2.9 Research Gap and Novelty........................................................................................... 65 



EVALUATING THE DESIGN ALIGNMENT OF MULTI FRAMEWORK HARMONIZED ITGC AGAINST             Page 9 of 259 
EXISTING BPM AND RCM DOCUMENTS FOR SOE ICOFR COMPLIANCE: A CASE STUDY OF PT XYZ 

 Distya Rini Suparko 
 

 

2.9.1 Research Gap ....................................................................................................... 65 

2.9.2 Novelty of the Study ............................................................................................ 66 

CHAPTER 3 – RESEARCH METHODS ............................................................................... 68 

3.1 Research Design........................................................................................................... 68 

3.1.1 Research Approach .............................................................................................. 68 

3.1.2 Evaluative Single-Case Study Strategy ............................................................... 68 

3.1.3 Unit of Analysis ................................................................................................... 69 

3.2 Research Framework ................................................................................................... 69 

3.3 Research Stages ........................................................................................................... 71 

3.3.1 Stage 1: Multi-Framework Analysis, Harmonization, and ITGC Domain 
Mapping 71 

3.3.2 Stage 2: Semantic Harmonization ........................................................................ 72 

3.3.3 Stage 3: Expert Validation ................................................................................... 72 

3.3.4 Stage 4: BPM-RCM Internal Consistency Assessment ....................................... 75 

3.3.5 Stage 5: Gap Assessment and Scoring ................................................................. 76 

3.3.6 Stage 6: User Validation ...................................................................................... 78 

3.3.7 Stage 7: Recommendations for Improvement ...................................................... 79 

3.4 Data Source and Data Collection ................................................................................. 80 

3.4.1 Regulatory and Framework Documents .............................................................. 80 

3.4.2 Existing BPM and RCM Documents of PT XYZ ................................................ 80 

3.4.3 Expert Validation Data ........................................................................................ 81 

3.4.4 Document Version Control .................................................................................. 81 

3.5 Research Instrument Development .............................................................................. 81 

3.5.1 Harmonized ITGC Control Objective and Risk Matrix ....................................... 81 

3.5.2 Harmonization Rules ........................................................................................... 82 

3.5.3 Risk Event Formulation ....................................................................................... 83 

3.5.4 Control Objective Formulation ............................................................................ 83 

3.5.5 Design Alignment Assessment Worksheet .......................................................... 83 

3.6 Data Analysis Techniques............................................................................................ 84 

3.6.1 Directed Content Analysis ................................................................................... 84 

3.6.2 Semantic Mapping ............................................................................................... 84 

3.6.3 Internal BPM-RCM Consistency Analysis .......................................................... 85 

3.6.4 Gap Classification ................................................................................................ 85 

3.6.5 Recommendation Formulation............................................................................. 85 

3.7 Research Quality and Trustworthiness ........................................................................ 85 

3.7.1 Credibility ............................................................................................................ 85 

3.7.2 Dependability ....................................................................................................... 86 



EVALUATING THE DESIGN ALIGNMENT OF MULTI FRAMEWORK HARMONIZED ITGC AGAINST             Page 10 of 259 
EXISTING BPM AND RCM DOCUMENTS FOR SOE ICOFR COMPLIANCE: A CASE STUDY OF PT XYZ 

 Distya Rini Suparko 
 

 

3.7.3 Confirmability ...................................................................................................... 86 

3.7.4 Transferability ...................................................................................................... 87 

3.7.5 Researcher Reflexivity ......................................................................................... 87 

3.8 Ethical Considerations and Confidentiality ................................................................. 87 

3.9 Required Materials and Research Tools ...................................................................... 88 

CHAPTER 4 – RESULTS AND DISCUSSIONS................................................................... 89 

4.1 Overview of Result and Discussion ............................................................................. 89 

4.2 Multi-Framework Analysis, Harmonization, and ITGC Domain Mapping Results 
(Preliminary) ............................................................................................................................ 90 

4.3 Semantic Harmonization Results (Preliminary) .......................................................... 93 

4.3.1 COSO 2013 .......................................................................................................... 93 

4.3.2 COBIT 2019......................................................................................................... 97 

4.3.3 ISO27001:2022 .................................................................................................. 104 

4.3.4 ISACA Risk IT .................................................................................................. 112 

4.4 Expert Validation Results .......................................................................................... 115 

4.4.1 Expert Selection and Competency Justification ................................................ 115 

4.4.2 Expert Comments and Instrument Revisions ..................................................... 117 

4.4.3 Summary Insight from SME .............................................................................. 148 

4.4.4 Validated Multi-Framework ITGC Matrix ........................................................ 149 

4.4.5 Validated Harmonized ITGC Control Objective and Risk Matrix .................... 152 

4.5 BPM-RCM Internal Consistency Assessment Result ................................................ 164 

4.6 Gap Assessment and Scoring Result.......................................................................... 165 

4.6.1 Summary Gap – Control Objective.................................................................... 165 

4.6.2 Summary of Control Objective Alignment Rationale ....................................... 166 

4.6.3 Summary Gap – IT Risk .................................................................................... 172 

4.6.4 Summary of IT Risk Alignment Rationale ........................................................ 173 

4.7 User Validation Result ............................................................................................... 179 

4.8 Recommendation for Improvement ........................................................................... 181 

4.8.1 Recommendation – Control Objective............................................................... 181 

4.8.2 Recommendation – IT Risk ............................................................................... 193 

CHAPTER 5 – CONCLUSIONS AND RECOMMENDATIONS ....................................... 201 

5.1 Conclusions ................................................................................................................ 201 

5.2 Writer Contribution .................................................................................................... 202 

5.3 Recommendations ...................................................................................................... 203 

GLOSSARY .......................................................................................................................... 204  

REFERENCES ...................................................................................................................... 208 

APPENDIX ............................................................................................................................ 212  



EVALUATING THE DESIGN ALIGNMENT OF MULTI FRAMEWORK HARMONIZED ITGC AGAINST             Page 11 of 259 
EXISTING BPM AND RCM DOCUMENTS FOR SOE ICOFR COMPLIANCE: A CASE STUDY OF PT XYZ 

 Distya Rini Suparko 
 

 

Appendix A: Subject Matter Expert Profile........................................................................... 212 

1. Profile Subject Matter Expert I .................................................................................. 212 

2. Profile Subject Matter Expert II ................................................................................. 212 

3. Profile Subject Matter Expert III ............................................................................... 213 

4. Profile Subject Matter Expert IV ............................................................................... 213 

Appendix B: Gap Assessment Worksheet – Control Objective ............................................ 214 

Appendix C: Gap Assessment Worksheet – IT Risk ............................................................. 247 

CURRICULUM VITAE ........................................................................................................ 255 

 

 

  



EVALUATING THE DESIGN ALIGNMENT OF MULTI FRAMEWORK HARMONIZED ITGC AGAINST             Page 12 of 259 
EXISTING BPM AND RCM DOCUMENTS FOR SOE ICOFR COMPLIANCE: A CASE STUDY OF PT XYZ 

 Distya Rini Suparko 
 

 

 LIST OF FIGURES 
 
 
Figures Page 

 

Figure 1.1 Fishbone Diagram – Root Cause Analysis of ITGC Design Misalignment ........... 19 

Figure 1.2 Internal Control Framework (COSO, 2013) ........................................................... 35 

Figure 1.3 Core Model (COBIT, 2018) ................................................................................... 37 

Figure 1.4 Risk IT Process Model Overview (ISACA, 2009) ................................................. 39 

Figure 3.1 Research Framework Diagram ............................................................................... 70 

 

 

 

 

  



EVALUATING THE DESIGN ALIGNMENT OF MULTI FRAMEWORK HARMONIZED ITGC AGAINST             Page 13 of 259 
EXISTING BPM AND RCM DOCUMENTS FOR SOE ICOFR COMPLIANCE: A CASE STUDY OF PT XYZ 

 Distya Rini Suparko 
 

 

 LIST OF TABLES 
 
 
Table Page 

Table 2.1 Document Relationships and Potential Alignment Issues ....................................... 33 

Table 2.2 Mapping ITGC Areas with the COBIT 2019 Framework (Kementerian BUMN RI, 

2024) ........................................................................................................................................ 34 

Table 2.3 Internal Control Principles (COSO, 2013) .............................................................. 35 

Table 2.4 The Summary of Comparative Analysis Framework .............................................. 42 

Table 2.5 The Roles of The Selected Framework .................................................................... 44 

Table 2.6 Multi-Framework Harmonization Process............................................................... 47 

Table 2.7 The Summary of Previous Studies........................................................................... 58 

Table 3.1 Expert Validation Success Criteria and Measurement ............................................ 73 

Table 3.2 Expert Competency and Selection Criteria .............................................................. 74 

Table 3.3 Design Alignment Scoring Criteria ......................................................................... 76 

Table 3.4 The Summary of Required Material and Research Tools ........................................ 88 

Table 4.1 Multi Framework ITGC Mapping Matrix (Preliminary) ......................................... 90 

Table 4.2 COSO 2013 - ITGC Control Objective and Risk Matrix ........................................ 93 

Table 4.3 COBIT 2019 - ITGC Control Objective and Risk Matrix ....................................... 97 

Table 4.4 ISO27001:2022 - ITGC Control Objective and Risk Matrix ................................ 104 

Table 4.5 ISACA Risk IT - ITGC Control Objective and Risk Matrix ................................. 112 

Table 4.6 Expert Competency Fulfilment .............................................................................. 115 

Table 4.7 Assessment of Expert Validation Success Criteria ................................................ 116 

Table 4.8 Interview Question with Subject Matter Expert I .................................................. 118 

Table 4.9 Interview Question with Subject Matter Expert II ................................................. 125 

Table 4.10 Interview Question with Subject Matter Expert III ............................................. 133 

Table 4.11 Interview Question with Subject Matter Expert IV ............................................. 141 

Table 4.12 Summary Insight from SME ................................................................................ 148 

Table 4.13 Validated Multi-Framework ITGC Matrix .......................................................... 150 

Table 4.14 Validated Harmonized ITGC Control Objective and Risk Matrix ...................... 152 

Table 4.15 BPM-RCM Internal Consistency Assessment Result .......................................... 164 

Table 4.16 Summary Gap – Control Objective ..................................................................... 165 

Table 4.17 Summary of Control Objective Design Alignment Rationale ............................. 167 

Table 4.18 Summary Gap – IT Risk ...................................................................................... 172 

Table 4.19 Summary of IT Risk Design Alignment Rationale .............................................. 174 



EVALUATING THE DESIGN ALIGNMENT OF MULTI FRAMEWORK HARMONIZED ITGC AGAINST             Page 14 of 259 
EXISTING BPM AND RCM DOCUMENTS FOR SOE ICOFR COMPLIANCE: A CASE STUDY OF PT XYZ 

 Distya Rini Suparko 
 

 

Table 4.20 User Validation Results ....................................................................................... 179 

Table 4.21 Recommendation for Improvement – Control Objective .................................... 182 

Table 4.22 Recommendation for Improvement – IT Risk ..................................................... 194 

Table B. 1 Gap Assessment - Control Objective ................................................................... 214 

Table C. 2 Gap Assessment – IT Risk ................................................................................... 247 

  


