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ABSTRACT
DESIGN FRAMEWORK DNS ATTACK MONITORING AND INCIDENT ESCALATION
ON ENDPOINT SERVER IN EDUCATIONAL INSTITUTION SME SECTOR

By

Aprianto
Dr. Charles Lim, B.Sc., M.Sc., Advisor
Kalpin Erlangga S., S.Si, M.Kom, Co-Advisor

SWISS GERMAN UNIVERSITY

The Small and Medium Enterprise (SME) sector is accelerating digital adoption to
remain competitive, but this increases vulnerability to cybercrime. DNS has become an
increasingly important attack vector, with significant annual growth in phishing, DNS-
deployed malware, DDoS amplification, tunneling and domain hijacking. In the education
sector, the AC.ID domain exhibits high vulnerability due to its numerous subdomains, legacy
systems and decentralized administration. Many SME institutions lack the security capabilities
to communicate and respond effectively.

The purpose of this study, based on the research problem being investigated, involves

assessing customers at a university in Makassar who were affected by a web defacement attack.
In this case, the research objective focuses on the server endpoint, focusing on how to monitor
traffic more effectively and efficiently.
The methodology used in this research is by studying several journal papers related to the threat
landscape sector reference, carrying out a risk assessment survey to develop escalation incident
rules, the output that will be consolidated is related to monitoring to escalation by the service
provider in this DNS attack.

The expected results are a structured DNS-focused monitoring and alerting design for
AC.ID web servers, a practical risk-based incident escalation workflow for service providers,
and actionable response playbooks covering triage, containment, recovery, and hardening,

targeting common AC.ID weaknesses such as outdated web stacks and fragmented server
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administration. The thesis is expected to show that DNS-focused monitoring combined with
provider-led, risk-based escalation improves detection quality and response consistency for
AC.ID SMEs that lack in-house security operations, delivering a deployable SOC service
blueprint that can reduce defacement and hijacking impacts, shorten incident handling time,
and strengthen continuous monitoring, patch management, and operational governance.

Keywords: SME, DNSMonitoring, DNSattack, Integration with service provider, insident

escalation
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DEDICATION

This work is dedicated to improving the cybersecurity of university at makassar and service
provider specifically, the media industry more broadly, and contributing to academic
knowledge.
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