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 ABSTRACT 

A GAT FRAMEWORK FOR CYBERSECURITY POSTURE ASSESSMENT 

USING SELF-HOSTED LLM (LLAMA 3.1) : A GOVERNANCE-DOMAIN 

PROOF OF CONCEPT AT XYZ GROUP 

 

By 

DEDY RUSTANDI 

Dr. Ir. Mohammad Achmad Amin Soetomo, M.Sc 

Dr. Ir. Eka Budiarto, S.T., M.Sc. 

 

SWISS GERMAN UNIVERSITY 

 

XYZ Group currently relies on a manual, self-reported cybersecurity checklist that 

provides limited evidence of traceability, maturity differentiation, sector calibration, 

and linkage to Enterprise Risk Management (ERM). This research develops the GAT 

(Governance-Awareness-Technology) Framework, evidence-based assessment model 

using a graded FLPN (Fully-Largely-Partially-Not) rating scale, sector-differentiated 

Analytic Hierarchy Process weighting, and a self-hosted Retrieval-Augmented 

Generation pipeline. A Governance-domain proof of concept was executed across two 

subsidiaries with different sector, using Llama 3.1 8B for assessment and a cross-family 

judge model for faithfulness verification, validated through a practitioner focus group 

discussion. By assuming that Awareness and Technology Domain given same score 60, 

PoC result shows domain scores of 60 (Moderate) and 51 (Moderate) respectively, with 

RAGAS faithfulness of 0.84 and 0.82 against a 0.80 target, and an estimated 99% 

reduction in scoring time relative to the manual baseline. Practitioners endorsed the 

framework's architecture conditionally, identifying coverage gaps and traceability 

concerns requiring refinement. The findings indicate that LLM-automated, evidence-

grounded cybersecurity posture assessment is a viable improvement over manual 

processes for the Governance domain, though accuracy and full three-domain 

deployment require further validation before enterprise-wide adoption. Keywords: 

cybersecurity maturity assessment, retrieval-augmented generation, enterprise risk 

management, capability maturity model, RAGAS 
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