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ABSTRACT

CYBER RISK PROFILE OF PROVINCE HOSPITALITY INDUSTRY : USE CASE
BALI PROVINCE

By

Megi Paramitha Putra
Dr. Ir. Mohammad Achmad Amin Soetomo, M.Sc, Advisor
Dr. Ir. Charles Lim, B.Sc., M.Sc, Co-Advisor

SWISS GERMAN UNIVERSITY

The Indonesian tourism industry, a significant economic contributor, is undergoing a
digital transformation, particularly within the hospitality industry sector. Increased
reliance on technology has improved guest experiences and operational efficiency and
introduced substantial cyber risks. This research aims to identify and assess these risks,
develop cyber risk profiles for the Indonesian hospitality industry, and develop security
guideline for hospitality industry. By addressing these challenges, this research will
improve the cyber resilience of the Indonesian hospitality sector and contribute to the
overall security of the nation's digital ecosystem.

Keywords: Cyber Risk, Hospitality Industry, Cybersecurity, Cyber Threats, Digital

Ecosystem.

Megi Paramitha Putra



CYBER RISK PROFILE OF PROVINCE HOSPITALITY INDUSTRY:
USE CASE BALI PROVINCE Page 4 of 99

© Copyright 2025
by Megi Paramitha Putra
All rights reserved

Megi Paramitha Putra



CYBER RISK PROFILE OF PROVINCE HOSPITALITY INDUSTRY:
USE CASE BALI PROVINCE Page 5 0of 99

DEDICATION

I dedicate this works for the future of the country I loved: Indonesia

Megi Paramitha Putra



CYBER RISK PROFILE OF PROVINCE HOSPITALITY INDUSTRY:
USE CASE BALI PROVINCE Page 6 of 99

ACKNOWLEDGEMENTS

I wish to thank Dr. Ir. Moh. A. Amin Soetomo, M.Sc, as my Thesis Advisor for his
supports, time and advice, and suggestions, and Dr. Ir. Charles Lim, BSc., MSc., CTIA,
CHFI, EDRP, ECSA, ECSP, ECIH, CEH, CEI my Thesis Co-Advisor or his time,
advice, guidance, insights, and ideas.

I also thank to MIT Batch-33 fellow students in Swiss German University MIT that
were tirelessly available for discussion, sharing thoughts, experiences, and even spent
time together. I hope we will continue to establish friendship and remain compact
always.

Finally, I would like to thank my beloved wife and two daughters for their support,

patience and understanding during my master's education.

Megi Paramitha Putra



CYBER RISK PROFILE OF PROVINCE HOSPITALITY INDUSTRY:

USE CASE BALI PROVINCE Page 7 of 99
TABLE OF CONTENTS

Page
STATEMENT BY THE AUTHOR .....cc.cooiiiiiiiiiieeeeeeeeeee e 2
ABSTRACT ..ttt ettt ettt sb ettt sb ettt e st e b enees 3
DEDICATION ....oootiitieieetet ettt sttt st etesse e teestesseenseenseesaeseensesseesseensesnnens 5
ACKNOWLEDGEMENTS ...ttt st 6
TABLE OF CONTENTS ... .ottt st st 7
LIST OF FIGURES ...ttt ettt et 9
LIST OF TABLES ...ttt sttt 10
CHAPTER 1 — INTRODUCTION .....coiiiiiiiiiiiiriteieeeesieeie sttt 11
1.1. Back@round..........cooeiiiiiiie e 11
1.2. Research Problem .........cocovieiiiiiiiiniiiiiieecceseie e 18
1.3. ReSEarch ODJECLIVE .......iivuiieiieiiiiciiciceiteste ettt e ere e ens 19
1.4. Research QUESHION ........eevuiiiiiiiiiiiiieie et 19
1.5. HYPORESTS ..ot s 20
1.6. Research Scope and Limitation ..........ccceeevveeeriieeniieenieeeieecceeeee e 20
1.7. Significance of StUAY .......ccceeiiiiiiiiii e 21
1.8. Thesis SIUCTUTE ......ooouiiiiiiiiiii e 21
CHAPTER 2 - LITERATURE REVIEW ....ccoiiiiiiiiiiiiiieeeeeeeeee e 22
2.1. Business Process Hospitality Industry ..........cocoeviiiiiiniiiiiiniiceieceeee 22
2.2. Tourism industry in several COUNIIIES........ccvveeeriieeriieeiee e e 28
2.3. CYDET RISK .. 30
2.4. Cyber Risk in Hospitality Industry ..........ccccoevieiiiniiiiiiieeeee 33
2.5. Regulations Hospitality Industry Bali Province ...........ccoccvevcivinceeencieennnn. 34
2.6. Organizational Structure in the Hospitality Industry of Bali...........c........... 36
2.7. Regulations Hospitality Industry Electronic Transactions ..........c..cceceevuenueene 38
2.8. Assets Information systems and technologies in the hospitality Industry ....41
2.9. Threat Industry HOSPitality .......cccvveeiiieiiiieiieeee e 41
2.10.  Cyber Risk Profile ......cccooiiiiiiiiiiieie e 42
2. 11, Previous StUAY ...cccceieeiieiiieeieeee et 44
212, RISK Catalog...c.uveeeiiieciiiecie ettt e 48

Megi Paramitha Putra



CYBER RISK PROFILE OF PROVINCE HOSPITALITY INDUSTRY:

USE CASE BALI PROVINCE Page 8 of 99

2,130 TNECTVIEWS. ettt ettt ettt et et et esat e et e e saeeeneeas 48
CHAPTER 3 —RESEARCH METHODS ......cccoiiiiiiiiiieeeeeeeeeeieee e 50
3.1. Research Method ..........oooiiiiiiiiii e 50
3.2 Research Framework .........ccccooiiiiiiiiiiiiieee e 50
CHAPTER 4 — RESULTS AND DISCUSSIONS.....ccctiiiirienieeeeesieerie e 55
4.1. Identifiction of Risk Hospitality Industry.........cccoeeeviieeiiieeiiieeieeeieeeeee 55
O I BN 1 V) £ TSP 55
4.1.2.  Literature and Industrial REpOTtS ........ccceovvieciieiiieiiieriieieecie e 55
4.1.3.  Event Study Methodology ........ccoceiviiriiiniiniiiiiieececceeeee e 59
4.2. EValUation .......cooouiiiiiiiiee e 61
4.3. Risk Catalog Mapping to NIST SP 800-53 1€V 5 ..cccveeviieriiieiieiecieeieeeie 63
4.4. Develop Cybersecurity Guideline...........coccoeevueriinienienniiniineeienicnecieneene 69
4.5. Experts Validation .........oceooiiiiiiiiiiieeiee e 74
CHAPTER 5 — CONCLUSIONS AND FUTURE WORK ......cccccociviiiniiiniirieenee, 76
5.1. CONCIUSIONS ...ttt ettt ettt et ettt e st e s e e b e e 76
5.2. Future Work .....cooooiiiiii e 76
APPENDIX A - ARTICLES REVIEW ....cciiiiiiiiiiiieeeeeeeeee e 77
APPENDIX B — PAPERS REVIEW ...ttt 80
APPENDIX C — BSSN REPORTS JANUARY — NOVEMBER 2024 ...................... 82
APPENDIX D — SURVEY CATALOG RIKS ..ot 86
APPENDIX E — IN-DEPTH INTERVIEW ......cooiiiiiiiiiiieeeeee e 88
APPENDIX F — SURVEY ...ttt ettt 92
APPENDIX G — VALIDATION RISK PROFILE.........ccccovviiiiiiiiiieiieeieeeeeeeeen 95
REFERENCES ... .ot ettt ettt st e et e s eneeas 98
CURRICULUM VITAE ...ttt ettt st 99

Megi Paramitha Putra



CYBER RISK PROFILE OF PROVINCE HOSPITALITY INDUSTRY:

USE CASE BALI PROVINCE Page 9 of 99
LIST OF FIGURES

Figures Page

Figure 1.1 Statistic Foreign Tourist to Indonesia via Airport........c.cccceeveveevveneennnnnee 12

Figure 1.2 Occupancy Rate of Hotel Room In Star Hotels by Hotel Class, 2022—

2023(Badan Pusat Statistik Indonesia, 2024D) .......c.ocoovvieeiiieeiiieeieeeceeeee e 13
Figure 1.3 Value of Income, Input Cost, and Gross Value Added of Classified and

Non-Classified Hotels, 2021-2022 (billion rupiahs)..........cccceeveenieiiiieniiiiienieeienne 14
Figure 1.4 Occupancy Rate of Monthly Hotel Survey (VHTS), BPS Bali Province .. 14
Figure 1.5 Top Graph Tourism Sector Anomalies Traffic 2021 ..........ccccoveeiieienncnne 17
Figure 1.6 Fishbone Diagram Analysis ........cccoceeriieiiieniiiiienieeiie e 18
Figure 2.1. The Connection CRS, PMS, Hotel Website and Third-party Channels....25
Figure 2.2 IT Risk in the Risk Hierarchy ........c.cccoooeeiiiiiiiinicece, 31
Figure 2.3 The Cyber Risk Landscape..........cccooeeiiieiiiniiiiiiniiieiceeeiccceeceeen 32
Figure 2.4. Structure Organization Hotel 4 and 5 stars..........cccceeceeveeicniinennenicnenn 37
Figure 2.5. Structure Organization Hotel 3 Stars ........c.cccoceeveeveniencincniineciceicene 37
Figure 2.6. Concept Cyber RiSK......c..ooecuiiiiiiiiiiiieie e 43
Figure 2.7 Propose Process Idenfication Risk .........cccccoooiiiiiniiiiniiinice, 46
Figure 3.1 Phase ReSearch .........cccooiiiiiiiiiiiiiiceeeeceeee e 50
Figure 3.2 Research Framework ...........cocoviiiiiiiiiiiiiiiniceccsececceceee e 51

Megi Paramitha Putra



CYBER RISK PROFILE OF PROVINCE HOSPITALITY INDUSTRY:

USE CASE BALI PROVINCE Page 10 of 99
LIST OF TABLES

Table Page
Table 2.1. Development of Application Technology in the Tourism............cccceee.. 29
Table 2.2. Number of Star Hotels in Bali ..o, 37
Table 2.3. Previous ReSarch...........coceiiiiiiiiiiiniiiceeeeceeeeee e 44
Table 2.4 Comparison Framework Security Control............ccceeciiriieniieenienieenieeenens 46
Table 2.5 Scale IMPaCt........oouiiiiiiiee e e 47
Table 2.6 Scale LiKelThood ..........oocuiiiiiiiiiiiie e 48
Table 4.1 Draft 1 Risk Catalogs........cccveeiiiiiiiiiieiieeieeieeee et 56
Table 4.2. Event Study Incident Cyber HOtelS .........c.cccveevieiieniriiiieiieieciecieees 59
Table 4.3. Risk Catalogs Hospitality Industry ........c..ccceeieviniiniinininiiececeee, 61
Table 4.4. Result Risk Catalogs Validation UsSing SUIVEY .......ccceoevveneenerieneennennne. 62
Table 4.5. Risk Catalogs Mapping NIST SP 800-53 revS....ccceeeviiieiiienieeeieeeieeens 63
Table 4.6. Security Control Hospitality Industry............cccooeviiiiiiiiniiieeeeeeeee 68

Megi Paramitha Putra



