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ABSTRACT

DESIGN AND EVALUATION OF AN AUTONOMOUS MULTI-STRATEGY AI RED
TEAM AGENT FOR SECURITY ASSESSMENT OF MISTRAL AND LLAMA LARGE
LANGUAGE MODELS & RETRIEVAL-AUGMENTED SYSTEMS

By
Yunan Lasito
Dr. Ir. Mohammad Achmad Amin Soetomo, M.Sc.
Dr. Semi Yulianto, S.E., M.Kom.
SWISS GERMAN UNIVERSITY

Large Language Models (LLMs) face security risks from jailbreak, prompt injection, and
retrieval-layer attacks, while existing red-teaming approaches remain fragmented. This thesis
designed and evaluated an autonomous multi-strategy Al red-team framework integrating
mutation-based fuzzing, genetic optimisation, compositional DSL synthesis, and prompt
extraction. The framework was tested against Mistral-7B-Instruct v0.3 and Llama-3-8B-
Instruct through Ollama, together with a LangChain-FAISS RAG pipeline, across 2,811
adversarial attempts. Results showed that multi-strategy pooling did not outperform the
strongest individual strategies, reducing Attack Success Rate by 20.37-28.33 percentage points
(p <.001). Cross-model transferability was only 1.31%, while retrieved poisoned content did
not result in successful RAG attacks. Exploit stability varied substantially across strategies. The
framework completed all experiments on local 24 GB hardware without critical failure, while
human validation showed low agreement with automated classification (Cohen’s k = 0.20).
Overall, the results demonstrate the feasibility of autonomous local LLM red teaming while

highlighting the importance of strategy-aware attack selection and human validation.

Keywords: LLM security, red teaming, jailbreak, prompt injection, retrieval-augmented

generation
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