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ABSTRACT 
 
 
 

AUTOMATED SCRAPING AND VISION LANGUAGE MODEL BASED  
WEBSITE DEFACEMENT DETECTION 

 
 
 

By 
 

Saleh Iskandar 
Dr. Ir. Heru Purnomo Ipung M.Eng., Advisor 

Dr. Maulahikmah Galinium S.Kom M.Sc., Co-Advisor 
 
 

SWISS GERMAN UNIVERSITY 
 

 
Website defacement remains a critical threat to high-trust Indonesian domains (. go.id, 

.ac.id). Traditional detection often fails to identify subtle defacement, and illegal SEO 

injections like gambling, drugs and adult content promotion. This thesis proposed a 

content-aware framework leveraging Vision-Language Models (VLMs), specifically 

the Gemma 3 and Qwen 3 VL families. The methodology involved: (1) automated 

scraping; (2) frame-sampled screen recordings to capture dynamic content; and (3) 

zero-shot multimodal analysis. Performance was validated using standard classification 

metrics. Findings demonstrated that the VLM framework significantly outperforms 

legacy multimodal deep learning (Bi-LSTM + EfficientNet). The result showed that the 

Qwen 3 VL 4B (8-bit) model emerged as the optimal solution compared to other Qwen 

3 variants, and all Gemma 3 families, achieving a peak accuracy of 97.88%, a recall of 

98.06%, a precision of 97.68% and F-1 score of 97.87%, effectively outperformed 

traditional architectures. This research contributed a scalable, accurate solution capable 

of handling various type of defacement due to its native high-resolution support, OCR, 

and multi-lingual capabilities addressing many limitations of previous study. 

Keywords: Website Defacement Detection, Vision-Language Models (VLM), 

Multimodal Deep Learning,	Zero-Shot Classification 
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