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e ABSTRACT

Development of a Maintenance and Repair Module for a WinCC-based SCADA

System with Interoperability Features

By

Justin Fernando Taslim
Edward Boris Manurung, Advisor

Dr. Thomas Maier-Eschenlohr, Co-Advisor

SWISS GERMAN UNIVERSITY

This thesis shows the implementation and development of a SCADA-based
maintenance and repair system with interoperability features, highlighting SCADA’s
untapped potential as a platform for an integrated maintenance and repair system. The
system addresses SCADA’s real-time data’s limited integration with maintenance
management systems, a method to reinforce maintenance activity, and a maintenance
management system that can be developed and adapted by automation engineers and

can be independently maintained without IT infrastructure.

The system uses WinCC RT Professional and S7-1200 PLC for implementation, and
incorporates functionalities such as preventive and condition-based maintenance
scheduling, maintenance history logging, CSV-based interoperability, maintenance

scheduling algorithm, and mobile device access via Microsoft Power App.

The implemented system usability and performance were evaluated through a one-
week field trial and expert feedback at Landpack. The results demonstrated high

acceptance, reliability, and user willingness to adopt the system. Although the
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scheduling algorithm was validated using simulated data due to time constraints, the
maintenance and repair system was implemented successfully from a single machine

to a full production-line deployment, showing its scalability and usability.

Justin Fernando Taslim



DEVELOPMENT OF A MAINTENANCE AND REPAIR MODULE Page 5 of 97
FOR A WINCC-BASED SCADA SYSTEM WITH INTEROPERABILITY FEATURES

© Copyright 2025
by Justin Fernando Taslim

All rights reserved

Justin Fernando Taslim



DEVELOPMENT OF A MAINTENANCE AND REPAIR MODULE Page 6 of 97
FOR A WINCC-BASED SCADA SYSTEM WITH INTEROPERABILITY FEATURES

e DEDICATION

This thesis is dedicated to my parents, whose immense and unwavering support and
sacrifice made this journey possible. Your encouragement was my source of strength.
This thesis is also dedicated to my advisors, whose guidance and patience helped guide

my research and discovery, and the completion of this thesis.

Justin Fernando Taslim



DEVELOPMENT OF A MAINTENANCE AND REPAIR MODULE Page 7 of 97
FOR A WINCC-BASED SCADA SYSTEM WITH INTEROPERABILITY FEATURES

e ACKNOWLEDGEMENTS

I wish to express my thanks to my advisor, Mr. Edward Boris P. Manurung, and my
co-advisor, Dr. Thomas Maier-Eschenlohr, for their guidance and support throughout

this thesis.

I would also like to express my gratitude to Landpack and the people there for
facilitating and assisting with this thesis, as without their collaboration, this thesis
would not be possible. Thank you to my family and friends for their support and their

trust in me.

Justin Fernando Taslim



DEVELOPMENT OF A MAINTENANCE AND REPAIR MODULE Page 8 of 97
FOR A WINCC-BASED SCADA SYSTEM WITH INTEROPERABILITY FEATURES

e TABLE OF CONTENTS

o STATEMENT BY THE AUTHOR ........ccciiiiiiiiiiiieteeeeeeceeee e 1
©®  ABSTRACT ... ettt ettt et e st et e e s e nseensenneens 3
®  DEDICATION.....c.ei ittt ettt sttt ettt et e e s et e eseesaeensesneens 6
® ACKNOWLEDGEMENTS . ....coiitiiiitititestee ettt 7
® TABLE OF CONTENTS .....oootioieeiiee ettt 8
® LISTOF FIGURES ......ooioieeeee ettt 12
® CHAPTER 1 - INTRODUCTION......cooiiiiiiieiieienieeeeeee e 13
1.1 Background .........cooooiiiiii e 13
1.2 RESEARCH PROBLEMS........ooiiiiiiieteeeee ettt 14
1.3 ReSCArch ODJECIVE....ccuviiiieeiiieiieeie ettt ettt be e eaaesaae e 14
1.4 Significance Of STUAY .....cccoevueriiriiiir e 15
1.4.1 Significance of the study for the company..........cccccoceeciniiiniinnnnenne. 15
1.4.2 Significance of the study for the research...........cccceeveriiiiiiiniiiinienn, 15
1.5 Scope and Limitations.........ccc.eeriieiiieiiiiiiieeiieie e 15
1.6 Research QUESTIONS .......ciuieeiieeeciee et et este ettt e e e e evee e saree e 16
e CHAPTER 2 - LITERATURE REVIEW........ccooiiiiiiiiiiieieieeeeee e 17
2.1 SCADA SYSEEIM ....eouniieiiiiiieeieeeeee ettt 17
2.1.1 Overview of SCADA SyStemS.......cocuereererienienienieneeienecseeere e 17
2.1.2 SCADA’s Interoperability ........ccccecveeeiieeeiiieeiieeeieeeeiee e 17
2.2 IMAINEENANCE ...ttt ettt ettt ettt st e bt e et et esnbeesaeeenseeees 19
2.2.1 Preventive Maintenance ..........c.eeoueeeeeeriienieeiieeieeite et 19
2.2.2 Predictive Maintenance..........oocueevieriienieniieniieeieeieeeete e 20
223 Condition-Based Maintenance ...........cocceevveeveenieenieenienieenieeieesee e 20
23 ROIE-BaSEA ACCESS...cuuiiiuiieiiiiiieiie ettt ettt et 21
2.4 Maintenance Scheduling Algorithm ...........ccccooeviieeiiieeiiieee e, 22
2.4.1 Heuristic AIGOTItRM .......ccoiiiiiiiiieeee e 25
242 Exact AIgOrithmi........coooiiiiiiiiiiiiiieieeeeeee e 27
243 Approximate Algorithm ..........ccoeoviiiiiiiiie e 27
2.4.4 Machine Learning .........ccccveeecuieeiiieeiiie et evee e 28

Justin Fernando Taslim



DEVELOPMENT OF A MAINTENANCE AND REPAIR MODULE Page 9 of 97
FOR A WINCC-BASED SCADA SYSTEM WITH INTEROPERABILITY FEATURES

2.5  Heating Rods Condition-Based Monitoring ............ccceeceeeeveerieerieenneenieennenns 29
e CHAPTER 3 — METHODOLOGY ....cooiiiiiiiiiiieieiieeeteeeeteeee et 31
3.1 Solving The Research Problems ............ccccoevievieniieniieiieieccee e 31
3.1.1 Research and ANalySis ......cc.eecieriiiiiienieeiienie ettt 31
3.1.1.1 Method for real-time SCADA data access or interoperability........cccucreeereene. 31
3.1.1.2 Method to reinforce maintenance activity ......coenemeeseeneeneesseenseeseesesseesseenns 31
3.1.1.3 Automation Engineer Limitations.......cssssens 32

TR0 I ) S =) oo O 0) 0 (o) o | P 32
1700 00 W 103 i Uor: U (o) o V0D 33
3.1.2 Software and Hardware OVerview ..........cccoecveeviienieiiiienieeiiesie e 34
3.1.3 Design and JUStIfICAtION ........cceeruiiiiiieiieeiieeie et 34
3.1.3.1 PLCS wtetueeeueermeeesssessssessssessssessssessssessssssssssesssse s ssssesss s s s s ss s sssesssessssenssas 34
3.1.3.2 SCADA INEEITACE. ... iivrierreeressirisssssssssssssssssssssss s ssss s sssss s ssssssssssssssssas 35
3.1.3.3 CSV-Based INteroperability ... sseessesssessesssesssssseenns 35

3.2 Developing a Usable Maintenance and Management System....................... 36
3.2.1 Research and ANAlYSis ....ccoveeciieriiieiiieniieeieeeie ettt e eeae e e 36
3.2.1.1 SCADA integrated maintenance management SYSteIM ......cooceeereerreesreeseeseeens 36
3.2.1.2 Landpack’s Maintenance Plan..........oocneneneseseeseseeseeesseesessessesssesseenns 36
3.2.1.3 Landpack’s SCADA SYSTEIM ....cvuueueereereesresssisseeeessessessesssesssessessssssssssssssssessesssessssssssnns 37
3.2.1.4 Machine and COMPONENLES .....cvuueueenreereesrerseesseeeesseesessessesssessessssssessesssssssessssssesssssssssns 38
3.2.2 Design and JuStifiCation ........cc.cevueriiriiriiniinieeeeeeeeeeee e 39
3.2.2.1 WHNCCouiruirreerisisssessssessssesssssssssssssssssssssssesssssssssssss s s ss s s ss s sssssssssssssssssssssssas 39
3.2.2.2 PLC ottt sssssss bbb 40
3.2.2.3 Preventive Maintenance TOOL ......oeeennernmeeseesseesseesssessesssesssessssesssessssssseens 41
3.2.2.4 Condition-Based Maintenance TOOl ......oeeneemeeneesneesnsessessseesssesssesssessseeseeens 42
3.2.2.5 Tardiness ChECKING ......coieeererreesseesseessessesssessssesssesssesssesssssssssssssssesssssssssssssssssssseess 46
3.2.2.6 ROIE-BASEA ACCESS ....cvurrmirmernerersess s sssssssssssss s ssssssssssssssssssssssssssas 47
3.2.2.7 Maintenance History and Action TracKing .........ooeoeneneneeseensesseessesseesseenns 48
RIVVR I Vo LT=1 0] 0153 o Lo ) 1 70T 49
3.2.2.9 Scheduling AlgOTTtNIM ... sseas 51

33 Testing and Data Collection...........cccueevieiiiieniieiieie et 54
34.1 Maintenance and Repair System..........ccceecvieviiiiiiieniieiiiieceeee e 54

Justin Fernando Taslim



DEVELOPMENT OF A MAINTENANCE AND REPAIR MODULE Page 10 of 97
FOR A WINCC-BASED SCADA SYSTEM WITH INTEROPERABILITY FEATURES

3.4.1.1 TeSt MENO. .. ettt ss bbb s s s es s 54
3.4.1.2 EValUAtion CIiteIia. o eesreersseesseesseessesssesssessessssssssssssssssessssssssssssssssssssssssssssssssssssssesns 54
3.4.2 Heating Rod Condition-Based Maintenance..............ccceecveeeveerveenneenneeneenne 55
3.4.2.1 TeSt MENO. .. ettt ss bbb ses s 55
3.4.2.2 EVAlUAtiON CIiteITa e reeeseeseersersseesseesseesssesssssssesssssssssssssssssssssssssssssssssssssssssssssssssesssseens 55
3.4.3 Scheduling AIOTithim ...........cccooviiiiiiiiiieiee e 55
3.4.3.1 TeSt MEIO. .ttt ss bbb es s 55
3.4.3.2 EValuation CriterIa.....ccoueeereesrerseesereesseessessesssessecssesssessssssessssssessssssssssssssssssssssssesssssessns 56

o CHAPTER 4 — RESULTS AND DISCUSSION......ccceviieiieniieiieceeereeeve e 57
4.1 PLC Software Result........cc.ooeiiiieiiiiiiieeieeeeeeecee e 57
4.1.1 Hardcoded Software Testing Result..........ccccooeeiiniiniininiinininicnee 57
4.1.2 Dynamic Software Testing Result ...........cccoevvvieiieniieiiiniicieeeieeeene 57
413 ANALYSIS ettt ettt et et e srbeerbaeeaneenneeees 58
4.1.2 Implemented: s e L8 G e v eevevenereranereren 60
4.2 SCADA INtEITACE ... .veieeiieeiiee ettt e e 61
4.3  Maintenance History and LOZZING.........cccueecuieriiiiienieeiienieeieesee e 63
4.4 INteTOPETabIIILY ..ccvieiiiiiiiiiie e 64
4.5 Tardiness CheCKing..........coiiiiiiiiiiiiiieie e 66
4.6  Preventive Maintenance ToOl .......c.cooviieeiieeniiiieniieeceeeee e 66
4.7 Condition-Based Maintenance Tool ...........ccccueeiieiieiiienieeieie e 67
4.8 Scheduling AIZOTTtRIM c...c.oooviiiiiiii e 67
4.9  Maintenance and Repair Module Evaluation and Analysis.........c.cccecveeennen. 68
e CHAPTER 5 - CONCLUSIONS AND RECOMMENDATIONS.................... 71
5.1 CONCIUSIONS ...ttt ettt sttt ettt e et e e saeeenseeees 71
5.2 Recommendations for future Work..........cccccveeriieeiiieeniiecieeeeeeee e 72
® REFERENCES ..ottt e 73
® CURRICULUM VITAE......cooiiiiiieieeteee ettt 80
APPENDICES ..ottt ettt ettt st esae et e sae e 81
A. FMEA and Maintenance StratergieSANIYSIS........cceecvierieriiienieeiienieeieeeieans 81
B Heating Rod CBM Phase 1 Result.........ccoocieiiiiiiiiiiiiiiiieieeeeeeee 90
C. Power App DiSPlay .....oeeeeieeiiieeee et 92
D WinCC Process FIOW Chart ..........coooiiiiiiiiiiiieieciee e 94

Justin Fernando Taslim



DEVELOPMENT OF A MAINTENANCE AND REPAIR MODULE Page 11 of 97
FOR A WINCC-BASED SCADA SYSTEM WITH INTEROPERABILITY FEATURES

E. Dynamic Implementation Software Structure............cccceevevieviieiiieniieeniienae 95
F. Hard-Code implementation Software Structure ...........cceeevveeecveeccieescieeeieeenns 95
G. Maintenance and Repair Module Data Flow Chart...........c.ccoceeevieriieiiennnn. 96
H. Added HMI Screen for Tardiness Check and Maintenance Reinforcment....96
I.  Network Diagram and Implentation SCOPE .......c.ccevvveeeiiieeiiieeiiieeeeecee e, 97

Justin Fernando Taslim



DEVELOPMENT OF A MAINTENANCE AND REPAIR MODULE
FOR A WINCC-BASED SCADA SYSTEM WITH INTEROPERABILITY FEATURES

Page 12 of 97

e LIST OF FIGURES

Figures

4.2.1 SCADA Maintenance and Repair System main display.

4.2.2 Tasks and Parameter Screen for Pressl
4.3.1 SCADA Maintenance History Screen

4.4.1 Power App Display, Main Screen

Page
61
62
63
64

Justin Fernando Taslim



