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​
ABSTRACT 

By 

Monzer Tarig Abdalla Mohamedahmed 

Prof. Dr. Leonard Rusli, Ph.D. 

 

SWISS GERMAN UNIVERSITY 

 
Indonesia's USD 67.8 billion logistics sector, operating across 17,000 islands, faces growing 

losses from fuel theft, equipment tampering, and unreliable vehicle telemetry, problems that 

conventional GPS- and OBD-II-based monitoring cannot solve because such systems are 

easily disconnected, manipulated, or disrupted by poor connectivity in remote corridors. This 

study addresses how an IoT-based system can deliver reliable tamper detection and actionable 

fleet intelligence under these adversarial, connectivity-constrained conditions. Following a 

quantitative design–build–test–refine methodology, a smart telemetry and tamper-detection 

system was developed and field-tested on a commercial vehicle along the Tangerang–Alam 

Sutera corridor, South Tangerang, Banten. The system integrates an ESP32-C3 

microcontroller with OBD-II, GPS, and LTE connectivity, dual differential fuel flow sensors, 

multi-modal tamper detection, offline data storage, solar-assisted power, and a Gemini 

API-driven AI layer that runs independently of vehicle ignition, supported by real-time 

behavior classification, natural-language driver coaching, and dual-channel alerts via 

dashboard and Telegram. Testing confirmed accurate fuel theft detection, classification of 295 

behavioral events with zero false positives, AI driver profiling at 97–88% confidence, 

telemetry ingestion at 290-microsecond latency with 99.99% cache hit rate, and AI-generated 

fleet reports delivered within two minutes via Telegram, showing that combining multi-modal 

IoT sensing, edge intelligence, and generative AI in one low-cost architecture significantly 

improves telemetry reliability and fleet decision-making in Indonesia's logistics sector.  

 

Keywords: Internet of Things (IoT); Driver Behavior Monitoring, Fleet Management, 

Indonesian Logistics.​
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