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CHAPTER 5 - CONCLUSION AND RECOMENDATION

5.1. Conclusion

This research thesis has successfully demonstrated that supervised machine learning
can be a highly effective tool for predicting Indonesian ISP compliance with negative
content filtering mandates. By analyzing key operational metrics, a Random Forest
model was developed that can predict an ISP's compliance capability with 97%
accuracy. The analysis identified that high DNS query load (QPS), interpreted as a
proxy for architectural simplicity, is the single most powerful predictor of non-
compliance. This study provides a clear, data-driven pathway for Kominfo to enhance
its regulatory oversight and for ISPs to identify and remedy critical deficiencies in their
compliance infrastructure.

It is important to acknowledge the limitations of this study. The analysis is based on a
static, point-in-time dataset from April 2025. Furthermore, the model predicts an ISP's
capability to comply based on its infrastructure, not its real-time behavior in adhering

to the dynamic blacklist.

5.2. Recomendation

The successful development of a high-performance predictive model is not the end goal
of this research, but rather a means to an end. The ultimate value of this analysis lies in
its ability to be translated into actionable intelligence that can tangibly improve the state
of regulatory compliance within the Indonesian telecommunications landscape. This
final section leverages the model's predictive power and the insights gleaned from the
feature analysis to provide concrete, data-driven recommendations for both the
regulatory body, Kominfo, and the Internet Service Providers themselves. It concludes
by summarizing the study's contributions and outlining potential directions for future

research.

To demonstrate this capability, the best-performing model from this thesis can be
applied to the entire dataset of ISPs. Of particular interest are the ISPs that the model

flags as high-risk despite them not meeting the strict definition of non-compliance used
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for training. These organizations represent a hidden risk tier that traditional, threshold-

based monitoring would miss.

By applying the trained Random Forest model to the full dataset, a list of ISPs predicted
to be 'non-compliant' can be generated. This list would include the 130 ISPs with zero
RTBH activity, which the model would identify with high accuracy. More importantly,
it would also flag a cohort of ISPs that are technically 'compliant' (possess some RTBH)
but whose operational metrics (high QPS, low TNG) strongly suggest they are either
not using their capabilities effectively or are otherwise at high risk of failure. These are
the prime candidates for proactive engagement, targeted audits, and technical assistance

from the regulator.

5.2.1. Actionable Recommendations For Regulators (Kominfo)

Adopt Predictive, Risk-Based Oversight Kominfo should integrate this or a similar
predictive modeling framework into its standard oversight and monitoring activities.
By analyzing regularly submitted operational data, the model can generate a dynamic
risk score for every ISP in the country. This would allow Kominfo to allocate its limited
audit and enforcement resources more efficiently, focusing on the small subset of ISPs
identified as high-risk rather than conducting broad, untargeted spot-checks. This aligns

with modern best practices in predictive compliance monitoring.

The this thesis has shown that metrics beyond simple blocking capability are highly
predictive. Kominfo should consider refining its data collection requirements. Given
the high predictive power of the QPS metric, Kominfo could work towards developing
and mandating a standardized set of metrics for DNS filtering performance and
reliability. This would provide a more nuanced and accurate picture of an ISP's

compliance sophistication than binary blocking checks alone.

5.2.2. Actionable Recommendations For Non-Compliant and At-Risk ISPs

Prioritize Investment in Foundational Technologies for the 130 ISPs identified as non-

compliant (having zero RTBH activity), the recommendation is immediate investment
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in the implementation of RTBH filtering is the baseline requirement for achieving
compliance capability. This is the most fundamental tool for executing network-level

blocks and its absence represents a critical infrastructure gap.

Conduct an Architectural Review for High QPS Indicators for ISPs flagged by the
model due to a high QPS profile, the recommendation is not to artificially lower the
metric. Instead, this should serve as a trigger for an internal network architecture
review. These ISPs should investigate their DNS infrastructure for points of over-
centralization and bottlenecks. Investing in a more distributed, resilient, and scalable
DNS architecture will not only improve their compliance risk profile but will also lead

to enhanced service quality and reliability for their end-users.

Enhance DNS Filtering Efficience for ISPs with low TNG scores, the focus should be
on improving the robustness of their DNS-layer filtering systems. This involves
ensuring their RPZ implementation (or equivalent technology) is correctly configured,
its blacklist is kept up to date with Kominfo directives, and it has sufficient capacity to

handle the ISP's query load without performance degradation.

5.3. Future Work

These limitations point toward several promising avenues for future research. Near
future to use latest data and more ISPs up to 80% of the subset to ensure complance
level achieved Komdigi's objectives. Incorporating a wider range of features such as
ISP size (number of subscribers), years in operation, financial data, and geographic
service area could further enhance the model's predictive power. Exploring more
complex algorithms, such as Gradient Boosting Machines or Neural Networks, may
yield incremental gains in accuracy. Finally, future work could aim to develop a more
nuanced, multi-level compliance score, moving beyond the binary classification to
provide a richer assessment of an ISP's regulatory maturity. By building on this
foundation, data science can continue to offer powerful solutions for creating a safer

and more compliant digital ecosystem in Indonesia.
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GLOSSARY
Term Definition
DNS Domain Name Server
RTBH Remotely Triggered Black Hole
QPS Queries Per Second
TNG Trustworthiness of Next Generation
network
TPS Transactions Per Second
ISP Internet Service Provider
NAP Network Access Providers
TCP RST Transmission Control Protocol Reset
IP Internet Protocol
URL Uniform Resource Locator
RPZ Response Policy Zone
EDA Exploratory Data Analysis
SVM Support Vector Machine
AXFR Asynchronous Full Zone Transfer
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