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CHAPTER 5 - CONCLUSION & RECOMMENDATION 

5.1. Conclusion 

This research successfully designed, implemented, and empirically validated an IoT-based 

vehicle telemetry and tamper detection system that directly addresses the persistent security 

and reliability gaps plaguing Indonesia's fleet management ecosystem. By integrating an 

ESP32-C3 microcontroller with OBD-II telemetry extraction, GPS positioning, LTE 

communication, internal flash storage, multi-point hardware tamper detection, and a solar-

assisted independent power supply, the proposed system establishes a unified, tamper-resistant 

architecture that fundamentally redefines the standard for fleet-grade monitoring solutions. 

The experimental results comprehensively validate all four research hypotheses established in 

Chapter 1. With respect to H₁ (data continuity), the system demonstrated a 100% Data 

Recovery Rate during simulated network outages, with the LittleFS-based internal storage 

capable of holding up to 47.8 hours of continuous offline telemetry and a theoretical endurance 

exceeding 545 years of write cycles. Regarding H₂ (tamper detection), the multi-sensor 

hardware architecture—comprising fuel cap micro-switches, enclosure interrupts, and 

magnetic cargo-door switch—successfully detected and reported physical disconnection events 

with millisecond-level interrupt response and approximately one-second end-to-end dashboard 

latency, capabilities entirely absent in conventional vehicle-powered OBD-II trackers. For H₃ 

(economic viability), the finalized prototype achieved a unit production cost of Rp 1,481,750 

while eliminating recurring subscription dependencies, positioning it as a substantially more 

affordable alternative to commercial platforms such as McEasy and Geotab, with bulk 

manufacturing projected to reduce per-unit costs by an additional 40–60%. Finally, H₄ 

(autonomous operation) was confirmed through empirical battery testing demonstrating 3.4 

days of continuous autonomy on stored energy alone, supported by solar harvesting that 

achieved peak generation of 0.68 A under direct sunlight, enabling indefinite, vehicle-

independent operation. 

Beyond hypothesis validation, this research delivers three distinct contributions to the body of 

knowledge. First, it demonstrates a standalone, dual-node ESP32-based telemetry architecture 

utilizing ESP-NOW for secure inter-node communication and LTE for V2I cloud 

transmission—an architecture that successfully decouples vehicle monitoring from the 

integrity of the OBD-II port and the availability of vehicle power. Second, it introduces a hybrid 

tamper detection mechanism that fuses physical hardware interrupts with software-based 

anomaly logic, enabling cross-domain validation that distinguishes legitimate vehicle behavior 

from manipulation attempts—a capability that addresses the insider-collusion threats unique to 

the Indonesian logistics environment. Third, it presents empirical evaluation data on energy 

autonomy, data retention, packet delivery reliability (100% PDR across 457 consecutive 
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transmissions), and cross-platform OBD-II compatibility (validated across multiple vehicles) 

of a solar-assisted fleet monitoring system, providing a reproducible benchmark for future 

research in resilient Internet of Vehicles deployments. 

The practical implications of this work extend well beyond the laboratory. For Indonesian fleet 

operators—who currently lose substantial revenue to fuel theft, equipment tampering, and 

unmonitored cargo access along remote logistics corridors—the proposed system offers a 

paradigm shift from passive tracking to forensic-grade telematics with active security 

intervention. The combination of independent power, redundant sensing, offline data 

preservation, and cross-platform plug-and-play OBD-II compatibility ensures that monitoring 

continues uninterrupted even under coordinated tampering scenarios, such as simultaneous 

OBD-II disconnection and signal loss. This resilience directly translates to measurable 

reductions in fuel-theft losses, improved driver and asset accountability, faster incident 

investigation, and stronger compliance posture across distributed fleet operations. 

Taken together, the findings of this research confirm that integrating multiple sensing and 

communication components into a unified, power-independent, tamper-resistant system 

substantially improves telemetry reliability, enhances detection accuracy, and ensures 

continuous data availability across connectivity-limited and tamper-prone environments. The 

proposed architecture not only outperforms existing commercial telematics solutions in feature 

depth, cost efficiency, and operational autonomy, but also establishes a scalable foundation for 

the next generation of secure connected-vehicle systems. As Indonesia—and the broader 

Southeast Asian logistics sector—continues its digital transformation, the resilient, modular, 

and economically accessible framework demonstrated in this thesis offers a viable, 

immediately deployable path toward safer, more transparent, and more efficient fleet 

operations. In doing so, this work contributes meaningfully to the ongoing global shift toward 

intelligent, connected, and secure transportation infrastructures, and provides a strong scholarly 

foundation for future advancements in tamper-resistant architectures, AI-driven anomaly 

detection, and large-scale fleet-security standardization. 

5.2. Limitation & Future Development 

Current Limitations 

While the proposed ESP32-based telemetry system successfully achieved stable 

telemetry acquisition, comprehensive tamper detection, and real-time alert transmission during 

real life testing, several operational constraints warrant consideration before large-scale 

industrial deployment. 

Environmental and Durability Testing 

Although the prototype successfully completed a continuous one-week field 

deployment on a test vehicle with zero operational failures, demonstrating resilience to 
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standard vehicular vibration and maintaining stable LTE connectivity—it has not yet 

undergone multi-month lifecycle validation. Prolonged outdoor exposure across changing 

seasons, extreme thermal cycling, and hardware degradation over years of continuous service 

remain untested. Therefore, while short-term field reliability has been empirically proven, 

extended long-term environmental validation represents an area for future research. 

Cellular Infrastructure and Network Availability 

The initial system architecture was designed to utilize the SIM7080G modem to 

leverage NB-IoT and Cat-M1 networks, which would have reduced hardware costs and 

improved power efficiency by a factor of three. However, a significant limitation was 

encountered regarding local telecommunications infrastructure: LPWAN (Low Power Wide 

Area Network) signals like NB-IoT are not yet widely or reliably available across Indonesia. 

Furthermore, acquiring the specialized IoT SIM cards required to access these networks 

necessitate formal corporate registration. Consequently, the system was adapted to utilize 

standard LTE communication, which ensures broader geographic coverage but incurs a higher 

baseline power consumption than the original design target. 

Vehicle Compatibility and Intrusive Modifications 

The current architecture relies on the OBD-II interface to extract continuous, non-

intrusive fuel level telemetry. A notable limitation arises when attempting to deploy this system 

on older vehicles or specific models that do not output standard fuel metrics via their ECU. In 

such cases, obtaining accurate fuel readings requires cutting into the physical fuel tank to 

permanently install an aftermarket fuel level sensor. This requirement significantly increases 

installation costs, prolongs deployment time, and contradicts the logistics industry's strong 

preference for non-destructive, "plug-and-play" fleet monitoring solutions. 

Cloud Infrastructure Scalability 

Prototype validation focused exclusively on single-device performance metrics. Large-

scale deployment scenarios involving multi-vehicle simultaneous telemetry transmission and 

cloud infrastructure synchronization have not been evaluated. This represents a critical gap for 

fleet-scale implementation. 

Anomaly Detection Capabilities 

The current anomaly detection mechanism relies on rule-based event logic and 

hardware-triggered conditions. More sophisticated approaches—including machine learning-

based behavioral analysis and predictive anomaly algorithms—have not yet been integrated 

into the system architecture. 
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Demonstrated Capabilities 

Despite these limitations, the prototype successfully validates that a low-cost embedded 

architecture can deliver enterprise-grade operational-security functionality, including 

autonomous power operation, hardware-level tamper detection, fail-safe offline logging, and 

near real-time alert transmission. 

Future Development Roadmap 

Subsequent development phases should prioritize the following enhancements: 

● AI-Driven Anomaly Detection - Implement machine learning models to detect 

behavioral deviations and predictive threat indicators beyond rule-based logic. 

● Encrypted Telemetry Communication - Integrate end-to-end encryption and secure key 

management protocols to protect data in transit. 

● Predictive Fleet Analytics - Develop aggregated analytics capabilities for multi-vehicle 

trend analysis and maintenance forecasting. 

● Large-Scale Fleet Synchronization Testing - Validate system stability, data 

consistency, and cloud synchronization under multi-vehicle concurrent deployment 

scenarios. 

● Industrial Durability Certification - Conduct extended environmental testing (vibration, 

thermal cycling, moisture exposure) to establish reliability ratings for commercial 

deployment. 

These enhancements will strengthen the system's applicability for enterprise fleet-management 

ecosystems while maintaining the cost efficiency and operational independence that distinguish 

this architecture from proprietary platforms.  
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APPENDIX 

This appendix consolidates the supplementary technical documentation, validation 

captures, and cost analyses that support the results presented in the preceding chapters. Figure 

A.1 presents the battery discharge profile recorded during the eight-hour continuous 

autonomy validation, while Figure A.2 documents the physical capacity test of an individual 

18650 lithium-ion cell. Figure A.3 details the power-consumption profile of the LTE modem 

during sustained transmission. The cross-platform field deployments are evidenced in Figure 

A.4 through Figure A.9, which capture the instrument clusters, serial extractions, and cloud-

dashboard synchronization for the BMW Z4 and Mercedes CLA test vehicles. Figure A.10 

provides the 3D CAD assembly rendering of the custom two-part enclosure. Finally, Figure 

A.11 and Figure A.12 present the complete Bill of Materials and cost breakdowns for the 

final prototype and the initial design iteration, respectively. 

 
Figure A.1: Battery discharge profile and 8-hour continuous autonomy validation using 

Sim7080g, captured using the INNA226 precision current sensor. 
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Figure A.2: Physical capacity validation of an individual 18650 lithium-ion cell using a 

LiitoKala Lii-M4 battery analyzer, confirming a tested capacity of 2904 mAh. 

 
Figure A.3: Power consumption monitoring dashboard for the LTE modem, displaying a live 
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current draw of 0.2382 A, a peak transmission current of 0.6527 A, and an accumulated 

capacity drain of 0.7077 Ah over a 2-hour continuous testing period. 

 
Figure A.4: The physical digital instrument cluster of the BMW Z4 during active testing. The 

physical fuel gauge indicates a remaining capacity slightly below the one-quarter mark. 

 
Figure A.5: Serial debugging monitor from the primary microcontroller during the BMW Z4 

test. The logs confirm successful ECU communication, with the OBD-II Fuel Level PID  

accurately extracted and parsed at 14.5%, alongside other active engine metrics (RPM, 
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Coolant Temp, Engine Load), 

 

 
Figure A.6: The cloud fleet dashboard successfully receiving and displaying the live 

telemetry payload from the BMW Z4. The synchronized fuel level of 14.5% perfectly matches 

both the raw serial extraction and the physical vehicle gauge, validating the flawless 

operation of the end-to-end data pipeline. 

 
Figure A.7: The physical analog instrument cluster of the Mercedes CLA during active 

testing. The physical fuel gauge indicates a remaining capacity slightly above the halfway 
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mark. 

 
Figure A.8: Serial debugging monitor from the primary microcontroller during the Mercedes 

CLA test. The logs confirm successful ECU communication with a different manufacturer's 

protocol, accurately extracting the OBD-II Fuel Level PID at 54.5%, alongside other active 

engine metrics (RPM, Engine Load, Coolant Temp). 

 
Figure A.9: The cloud fleet dashboard successfully receiving and displaying the live 

telemetry payload from the Mercedes CLA. The synchronized fuel level is displayed at 52.2%, 
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closely matching the hardware serial extraction and the physical vehicle gauge, further 

validating the system's cross-platform compatibility. 

 
Figure A.10: 3D CAD assembly rendering of the custom two-part hardware enclosure, 

illustrating the top lid, base chassis, and cutouts for external interfaces. 

 
Figure A.11: Bill of Materials (BOM) and cost breakdown for the final hardware prototype, 

detailing a total component cost of Rp1,481,750. 
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Figure A.12: Bill of Materials (BOM) and cost breakdown for the initial hardware design 

iteration, detailing a total component cost of Rp1,242,940. 
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