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ABSTRACT 

 

Data Ethics Evaluation of Parental Control Applications: An Analysis of Child Privacy 

and Protection Based on a Digital Ethics 

 

By 

Intan Prameswari Putri Mulia 

Dr. Ir. Mohammad Amin Soetomo, Dsc. Advisor Dr. 

Ir. Eka Budiarto, S.T., M.Sc. Co Advisor 

 

SWISS GERMAN UNIVERSITY 

 

The rapid development of parental control applications has introduced significant 

concerns regarding adolescent data privacy and digital autonomy. This research evaluates 

the ethical dimensions of data processing within the parental control application developed 

by PT Emas Satria Samudra (PT ESS), focusing on the balance between parental 

supervision and child protection. By integrating the COBIT 2019 governance framework 

(EDM03, APO12, APO13, and DSS05) and the DAMADMBOK data management 

standard with the Indonesian Personal Data Protection (PDP) Law, this study identifies 

critical gaps in current practices. A gap analysis reveals that existing monitoring features 

often prioritize surveillance functionality over ethical data subject rights, leading to 

"information asymmetry" and potential psychological harm. The study proposes an ethical 

governance framework and technical recommendations, including the design of a 

Transparency Dashboard and Active Monitoring Notifications. These solutions aim to 

transition the application from an invasive surveillance tool to a safety-centered platform 

that respects the digital rights and autonomy of adolescents. 

 

Keywords: Data Ethics, COBIT 2019, DAMADMBOK, Parental Control, PDP Law, 

Adolescent Privacy. 
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