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ABSTRACT

DESIGNING USER-CENTERED RISK MANAGEMENT FRAMEWORK TO
ENHANCE SECURITY POSTURE AND SECURITY CONTROL MODEL IN
SME

By

Jahja Mayudin Kurniawan Students
Dr. Ir. M. Amin Soetomo, M.Sc, Advisor
Dr. Ir. Charles Lim, B.SC, M.Sc, Co-Advisor

SWISS GERMAN UNIVERSITY

Small and Medium Enterprises (SMEs) face growing cybersecurity risks while
having limited resources and low readiness to implement ISO/IEC 27001. This research
aims to design a user-centered risk management framework to improve security posture
and enhance the effectiveness of security control implementation. The study applies
Design Science Research Methodology (DSRM) by integrating ISO/IEC 27005 as the
operational risk management standard and ISO 31000 as strategic guidance, supported
by a Multi-Criteria Decision Analysis (MCDA) approach for security control
prioritization.

The framework was demonstrated through a case study at PT Pulsabayar and
evaluated using Focus Group Discussions and expert validation. The results indicate
improved organizational understanding of risk assessment, structured risk
prioritization, and effective mapping of risks to ISO/IEC 27001 Annex A controls. This
research concludes that a user-centered and standards-aligned framework can
strengthen cybersecurity governance and support SMEs in achieving incremental
compliance and sustainable security improvement.

Keywords: Risk management, [ISO/IEC 27001, ISO/IEC 27005, SME, security control,

risk prioritization
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