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​ABSTRACT​

​EVALUATING THE EFFECTS OF SECURITY TOOLS ON DEVELOPER​
​PRODUCTIVITY IN DEVSECOPS CONTINUOUS INTEGRATION PIPELINES​

​THROUGH AN EMPIRICAL STUDY AT PT XYZ​

​By​

​Ahmad Hafzan​

​Dr. Ir. Mohammad Achmad Amin Soetomo M.Sc, Advisor​

​Dr. Maulahikmah Galinium S.Kom M.Sc, Co-Advisor​

​SWISS GERMAN UNIVERSITY​

​Organisations​ ​delivering​ ​software​ ​continuously​ ​have​ ​moved​ ​security​ ​verification​ ​into​​the​

​Continuous​ ​Integration​ ​pipeline,​ ​where​ ​dependency​ ​scanning,​ ​static​ ​analysis​ ​and​ ​secrets​

​detection​ ​now​ ​execute​ ​on​ ​every​ ​change.​ ​The​ ​security​ ​case​ ​for​ ​doing​ ​so​ ​is​ ​settled.​ ​The​

​operational​ ​case​ ​is​ ​not,​ ​because​ ​each​ ​control​ ​consumes​ ​build​ ​time,​ ​produces​ ​findings​

​somebody​ ​must​​judge,​​and​​occasionally​​stops​​a​​merge​​the​​developer​​expected​​to​​proceed.​

​What​ ​that​ ​arrangement​ ​costs​ ​the​ ​engineering​ ​organisation​ ​has​ ​not​ ​been​ ​measured.​ ​This​

​interpretive​​embedded​​single​​case​​study​​at​​PT​​XYZ​​examines​​that​​cost​​and​​the​​conditions​

​under​​which​​it​​is​​worth​​paying.​​Evidence​​comes​​from​​interviews,​​a​​focus​​group​​discussion,​

​pipeline​ ​records​ ​and​​documentary​​analysis,​​analysed​​through​​hybrid​​thematic​​coding​​with​

​process​ ​tracing,​ ​cross​ ​role​ ​comparison​ ​and​ ​rival​ ​explanation​ ​testing,​ ​then​ ​submitted​ ​to​

​independent​​practitioner​​validation.​​Productivity​​is​​treated​​through​​the​​SPACE​​framework.​

​Two​ ​mechanisms​ ​proved​​decisive.​​The​​costly​​finding​​is​​the​​one​​that​​is​​technically​​correct​

​and​ ​irrelevant​ ​to​ ​the​ ​code​ ​under​ ​review​ ​rather​ ​than​ ​the​ ​false​ ​positive,​ ​and​ ​infrastructure​

​failures​ ​presenting​ ​identically​ ​to​ ​security​ ​findings​ ​erode​ ​trust​ ​in​ ​a​ ​control​ ​performing​

​exactly​ ​as​ ​designed.​ ​Governance​ ​conditions​ ​moderated​ ​every​ ​relationship​ ​examined.​​The​

​study​​recommends​​calibrating​​gates​​by​​application​​criticality​​and​​governing​​secure​​coding​

​practice explicitly.​

​Keywords:​ ​DevSecOps,​ ​developer​ ​productivity,​ ​continuous​ ​integration,​ ​secure​ ​coding​

​policy, SPACE framework​
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