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ABSTRACT

DESIGN AND EVALUATION OF AN INTEGRATED RTBH-RBS GOVERNANCE-
AWARE MODEL FOR ILLEGAL TRAFFIC MITIGATION AT THE INDONESIA
INTERNET EXCHANGE (IIX)

By

Muhammad Arif, Student
Dr. Ir. Charles Lim, Msc., Bsc., Advisor
Dr. Ir. Mohammad Amin Soetomo, DSc, Co-Advisor

SWISS GERMAN UNIVERSITY

This thesis addresses a governance gap in illegal traffic mitigation at the Indonesia Internet
Exchange (IIX), where conventional Remote Triggered Black Hole (RTBH) practices can
create unmanaged “zombie rules,” opaque decisions, and weak accountability. Using a three-
phase Design Science Research (DSR) programme, Phase 1 derives governability requirements
and workflow controls from operational failure modes and threat scenarios, including misuse,
misconfiguration, and overbroad blocking risk. Phase 2 designs a sovereignty-aware, mandate-
to-enforcement architecture that structures policy inputs into rule-based decisions and bounded
enforcement under inter-domain constraints. Phase 3 integrates the Phase 1 workflow
foundation and the Phase 2 architecture into an end-to-end RTBH-Rule-Based System (RBS)
artefact and evaluates it using scenario-based walkthroughs, traceability and auditability
checks, expert appraisal, and abuse-oriented analysis. The artefact introduces mandate
verification, deterministic policy-to-rule translation, lifecycle controls such as Time-to-Live
(TTL) with rollback, and evidence-first audit trails to make enforcement actions
reconstructable and institutionally defensible. Results indicate improved controllability,
traceability, and governance fitness compared with baseline manual RTBH practices, while
explicitly documenting boundary conditions related to heterogeneous community propagation

and member policies.

Keywords: RTBH, Rule-Based System, Internet Exchange Point, Design Science Research,

Governance-Aware Mitigation.
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