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ABSTRACT

MACHINE-LEARNING-BASED FRAUD DETECTION IN BANKING TRANSACTIONS:
FRAMEWORK DESIGN AND EVALUATION

By

Liuw Hary
Dr. Ir. Eka Budiarto, S.T., M.Sc., Advisor
Dr. Ir. Heru Purnomo Ipung, M.Eng, Co-Advisor

SWISS GERMAN UNIVERSITY

This research evaluates a behavior-based machine-learning framework to detect digital banking
fraud under limited labeled data, addressing the critical cold-start challenge. The methodology
utilizes behavioral feature engineering and synthetic injections derived from FATF typologies.
A hybrid architecture combines unsupervised anomaly detection with a specialized two-layer
supervised design. In this design, a binary layer first distinguishes fraud from legitimate
transactions, while a subsequent multiclass layer attributes detected fraud to specific scenarios,
enhancing explainability and operational response. Findings reveal that Random Forest is the
most robust supervised model, achieving a Recall of 0.979 and an MCC of 0.936. For
discovering unseen fraud patterns, the One-Class SVM proved most effective, yielding a 43.5%
fraud concentration. Behavioral features, specifically customer-relative amount deviation and
implied physical travel speed, were the most powerful discriminators. The study concludes that
an integrated tiered response model effectively balances institutional loss prevention with
customer experience. This framework provides a practically grounded solution for safeguarding
digital financial ecosystems against evolving threats while maintaining public trust and

auditability. These integrated findings effectively support modern banking operations, ensuring
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resilience, security, transparency, and reliable protection for the evolving digital payment

system environment.

Keywords: Behavioral Feature Engineering, Supervised Learning, Unsupervised Anomaly

Detection, Financial Fraud, Explainable Artificial Intelligence.
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